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I GENERAL 
Seon of Survoy 
This survey covers communications intelligence, communications 


security, electronics intelligense, and their relationship to the | 


intelligence community. The subatanes of this report is classified 


- a8 a special category of TOP SECRET and the contents must not be vee 


vealed to anyone who has not been apecifieally cleared and indoctrin= 
ated to receive comranications intelligence. These papers should be 
handled and stored separately fron other TOP SECRET material. 

in cecomplishing ths survey, the task force endeavored to assesa 
the value and necessity of the communications intelligence effort 
now being exerted by the United States and dant tify and analyze major 
pepblena whose solution requires external eeticns to be Saxen jn order 
te obtain maximun results with minimum expenditures of time, peraomel, 
and monayo 

In the course of this survey, a staff tean visited the National 

Security Agency, the Army Security Agency, the Naval Security Group, 
the Offiee of Special Operations of the Desartment of Defense, the 
Offices of Assistant Chief of Staff, G2, of the Army, the Office of 
Naval Intelligence, and ths Offices of Air Fores Intellige nse in Washe 
ington, 0.C.3 tha Vint Hill Farm Station in Virginia; the Air Foree 
Security Services at Kelley Air Force Base at San Antonio, Texess and 
‘the Aig Pores Techmical Intelligence Center at Wright-Patterson Air 
Forse 3esa at Dayton, Ohio. Ons member of the tean made 2a trio to 
BAroas Such nambera of tite task Pores. Kumsvous briciings were given 
the “taem and a fer greater nunher of individuals Gees indivicually 


sTyie he team spent most of its tima with NSA, visiting all 
igiervieuqa. pf Release 2005/04/22 : EIA. RDP86B00269R000900010001 -0° : 
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c achelona from the Directcr to the working levels. In all, more than 
200 individuals talked to the tean in varying degrees ang were inter=  - 
viewed by the teaime 


Definition of Communications Intelligence 


Before proceeding further, we should defines the subject of this 


diseussion. "Communications intelligenca," commonly kmeun as COMINT 5 


as used herein, is defined to mean all procedures and methods usad in 
the interception of telecommunications, the obtaining of information 


fron such communications by other than the intended recipients, smd 


‘the product thus obtained. 
Historical Development of COMINE ee 
: 25X3 
The COMINT effort of the United States today is a vast undertaking ie 
wnose estimated ons appre: mates en anrmal expenditure of ebout az 

25X3 a_i his modern giant has grown through 

natural evolution from quite modest beginnings. It is en offepring 

of our electrical ani electronic agao Rudiments of ths art were 

developed in the Civil War with tha secret tapping, by both sides, of 


telegraph liness The use of radio communications, however, in World 


» aapagcld msn den 


War I probably inarked the baginning of modezn COMINT. 

Following World War I, the Army and Navy, in separate operaticn3s, 
began to intercept radio communications of foraign nations and to 
atudy and develop the related field of cryptology. These operations 
ware continuad on a Vary modest seale until ths outbrsakx of World 
Jer IX whsa the Army and Wavy each rapidly expanded its efforts. The 


savhina effors was outetandingly succasaful and conssituted a most 


® 


valuable olement of military intelligence. The wartime experiences 


polnted out, however, tha need for coordination between the tio services 
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@ of technieal information of value in the decryption of intercepted 


Such voluntary cooperation as was developed during the war was ob~ 


viously inadsquate. After the cassation of hostilities, the Army and 


Navy combined forces to form the Armsd Forced Security Agency (AFSA). 


This was a rather loose federation in which the director did not have 


operational. control, Despite his lack of authority, considerehle 


progress was made in bringing asout some scordination of effort between 
&% 


the two services. Aa ths experiences of AFSA indicated greater bene= 


Fita to ba derived from a truly unified operation which AFSA was anable « 


to davelop with ita limited authority, and in eos of the davelopment 
of on Air Force COIN activity which vas completely dissociated Pro 
APSA, a gurvay of the situabion was made by a special oommittee ap 
pointed by the President, mown as the Bramell Commitiee. The recs 
mendasions ef that commiitea wera foley ed with only minor variations 
and the present organization of the National Security Agency, togethor 


with the policy beard structure to guide ib, hes new baen in operation 


for more than two yearso 


fhe COMIN? effort has grads under NSA. Tho numdar of intercepe 


7 positions has increased in two yeera feo | Today about 25X3 
25X¢ is 
5X3 om messages are intercepted each month. The daily receipts 


of this traffic arriving by air courier in Washington amount to about 


ens ton of peper in addition to apptox xintoly| | grouns of 25X3 


imsealligensa vhich is darivad from COMINT gary from LO percent to 


marten. Alshough thesa estinates indicats that an inrortant slemen’ 
. Approved For Release 2005/04/22 : CIA-RDP86B00269R000900010001-0 
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of some fields of intelLizence is dspendent isch CCMINT, the most 

aignifieant fact appears to be thas tha intelligense conmnnloy, witne 

ous. excepsion, was ampnetic that the COMIN? product should not te 

diminisned, but on the contrary, should be inereased, if practicable. 
The present COMINT effort, mammota 2s it is, aée8 not accomplish 

or evan approach a complete interception of all foreign redio traffico 2 ~ 

The program now in affeet calls for an inereass tron] 25X3 

manned intercept positions by the end of fiscal year 1957. This ine - 

evrease Btill will not permit complete coverage, but it should close 

gens important gaps in the presen covaragae “The widespread dependence 

or the modern world upon teleconminicabions, the continuing stata of 

cold 102% the rigid controls of the police states cf the Communist , 

orbit, end tha lack of other dependable jnformation which would diselose 

the capabilities end intentions of our adversarics combins to ercate 

the necessity for a large-seale COMINT oparatione Tecay, cbout| | 25X3 

individuals are engaged in the collection, analysis, end distrioution 

ef COMINT. This organization supplements ether souress of intelligence, 

jnelwling covert and overt activities. kt constitutes a form of ine 

suranea for tha United States whereby 1% is hoped and expscted that 

soa advances warning will be cbtained concerning hostile acta and ine 


tenbions, on a large atals, of the Soviet orbite 
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Policy Structure 


COMMUNICATIONS INTELLIGENCE AND SECURITY POLICY STRUCTURE 


| WATIOWAL SECURITY COUNCIL 


eee 


— 


; NSC Special Committes 
Commaications Intelligence and Commmications Security 


Secretary of Defense 
Secretary of State 
Attorney General 


AGI 


1 ener ir 
U.53; Commnications Intelli- 
genes Board (USCIB) 


Director, Gentral Inatellic 
gence (Chairman) 

Defense (Offica, Spacial 
Guarations) 

Stave (Intelligences) 

Gentvral Tntelligente Agenay 

Federal Pures of Tnvestiga- 
SLO 

National Security Agency 

Acay (Inhelligence) 

Navy (Intelligence) 

Air Forse (Intelligence) 


U.S. Commurications Security 
Board (CSB) 


State (Intbelligence) 

Treasury 

Federal Bureau of Tavestigatjon 
Central Intelligence Agency 
itewie Energy Goxzmisasion 
Hational Securisy Agency 


Defensa (Gffice, Special 7 
fying (Intelligence) 


Bavy (Commmications) 
Abie Force (Communications) 
{od 


R =eCUbL Ve GOMmtnes) | 
Alternate members te 


menbers of CSB | 


USGIB Executive Committee 
(USCIBES) 
Alternate members to 
manbers of USCLB 


EXECUPIVE SECRETARZAT 


SECRETARY OF DEFENSE 
Office of Special Operations (030) 


— 


THAPIONAL SECURITY AGHICY (NSA) | 


5 


GONFIDENT IAL 
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Approved PecneieRd onnsnamD ine AhnpsesuoeeRteeBcleTebEisence and 
communications security operations is graphically portrayed aboves 

The basic directives sstting wo this structure sis Soh bn thaa in National 
Sseurity Couneil Intelligencs Directive Number 9 (NSCID Noo 9), dated 
Soaamiee 29, 1952, for communications intelligeice and National Seeurisy 
Council Directive Number 168 (NSC 168), dated October 20, 1953, for come — 


munications security. These directives resulted from the Brownsil 


Comaittes 


In this structure, it Was intended that tho Special Committee for 
NSC act upon basic policy matters and resolve Hi dagtconents wnich arige 
within the two policy boards under it; 1+ acts as the ultimate arbiter 
in communications intelligence and security mattera. The Comnunizations 


fatelligenee Board (USCIS) receives for ite guidansa the statements of 


2 ie: 
Nesional Intelligence Onjectives and Requirementa formulated by the on 
Divxester ef Cantral Intelligence after coneurrerce by ths Intelligence =; 
Advisory Comaltiea. USCIS thereupon publishes a Keater Eeguiremsats q 


List, with supplements, which is intended to be the basis for NSA inter fe 2 
cept operations. 

Tha Sacrstary of Defensa is designated as the exscutiva agent 
umlar tha tye policy boards, He has, 4a turn, delegated hia authority 
relating to direction and centrol of the operations of NSA to the 
Assistant to the Secratary of Defensa (Speeial Operavions), and the 
Office of Special Operations constitutes the Link between the Department 
of Defenes and the National Security Agency HSA is thes agancy which 
executes or implements ths directives and missions which are handed 
down to is. Through thea Office of Special Orerations, the Director, HSA 
can, Yhan agpropriata, exoress his views dirastiy to the top echalan 


Within the Desartment of Refensee 
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Thea statements of National Intelligence Objectives and hequirements 


are Prov by the Director af ‘Central Intelligence, ae consurrenca of 4 
: j 
ore In sellagence Advisory Conmittes, in BEeers general tern » bui thease 


do not spe ,cifically state which egeney shall do what napeicular task 


nce 


in the collection of jatoneations, aca depar tent end agency, therefore, 


| ynake es its own ‘decision ap to what attect it ahald devote toward each of 


“the intel Ligence edjectires and requirements o 
oe has endeavored to cover all objectives end requirement 33 with 
OMEN, b but has been unable be cover the requirenenta in statements of 
epecifie asia to be aceonplisked by NBA. in prachicey: NSA rece eivas a 
atatemant of objectives and priorities from US5CIB which conpare’ in Gulic 
with the Washington teleunens divectory. The basie sues | ce which NSA 
thas receives from USCIB is a Master Reguiransats hist + wich requires 
NSA to provide exhaustive information on avery consolvable subject. Ts 
teks 20 cognizance of ee Gaps Zlitics “and lini Stations of NS SA and ro= 


inant EES i prpaneReR OES ; 
quests dnPornation far payor the capability of that ageneyo It is 


enplitied by eight Information Requinenents Lists. 

“USCIB ie aware of the difficulties imposed on NSA by the scope of 
tie Master paeuisanents Lists and Tafemavion R Requirenents 2 ists whieh 
hava been furnished that agency and- USGIB has, in recant months, ate 
tempted to formulate more adequate guidance for NSA. it 4s too sarly to. 
determing whether the naw aces Will ba adequates 

Raeauge of the failures of USCID te provide a clear operations order 
for the Director, NSA, 1% has devolvad upon representatives of ths intel 
ligenee comminity and NSA % to Gevelop at the. working level a plan for 


‘ the interception and analysis of COMINT. This has proved to ba unsatise 
BL ye 


Zagter Fo 


Approved For Release 2005/04/22 : CIA -RDP86B00269R000900010001 -0 


Approved For Release 2005/0422 4/G4sRDP86B00269R000900010001-0 


Communications intelligences and communteations security ara 
sagognised as related facets of telecommunications, yet policy muide 
anea is determined by two boards = the Uo So Communications Intelligence 
Board for intelligence and the Uo S. Communicattons Security Board for 
sacurity. Agency membership on both boards is essentially the gem@, ex~< 
eapt that AEC and Treasury are vembars of the USCSS but do not participate - 
on USCIB» A aingle sacretariat services both boards and NSA is the ime 
plementing agency for both communications intelligense and communications 


sscurisyo 


TI ORGANIZATION AND OPERATIONS 
Organisation of the National Security Agency 

NSA 2s the ageney which executes or implements, an accordance Wit 
dirsetives from the polley making boards, the assigned communications ta- © 
éaliigenes and security tasks and missions, uncer the direction of the 
Secretary of Defense (0S0). Ths agency is headed by a Dirsetor, eur 
rently a lieutenant general, U. So Azmyo It is composed, in edditicn to 
its heaiquarters, staff, and support personnes, of three major elamente: 
communications intelligence, communications security, and Fesearen and 
davelopment, each under a Deputy Directoro 

The egency at this time is Located in three places - one part is 
co-located with the Naval Sscurity Group on Nebraska Avenue, Washington, 
D.G., and a second part is located with the Army Security Agen 
Arlington Hall Station, AzLingten, Virginia. The NSA is badly overe 
eveuded in this situation and is cengaquenily forced to operate a shift 
from sdows poms to midnight. This unsatisfactory condition will be 
renadéed wnen the NSA is moved to Fort Meade, Marylami, where barraska 


anARgovediker Release.2005/04/22-; Gl4-RRRSGR002BARONIRENN 1800 shalles’, 
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Appsaveds qmRetaase, 200504124 : UAFREP SGRAAZ6SR5089000F 80tdred in 
Jamary 1955. Tho move to Fort Meade should be completed about Dacembar 
39550 


fhe National Seeurity Agency la primarily a preducsr of information 


a 


es distinguished from evaiueted, integrated intelligence. its posision, 


In mene penny ceamersgets 


therefore, 1s thet of a satvice a agency to, and not & member of y the ine 
eee ase kdcelatenl FE 
telligence communityo The Dinestor derives his missions from the intele: 


ligence community as gicastantad in USCIB (the Dirsstor of NSA is alzo He 


‘3 member of that board). The broad misaion of NSA in tne COMINT field ; 
ie to intersept transmissions emaating from foreign sources, to preeess 
that intereept (including dserypsion and tranalation), axi to disseminate 
tha proeassad COMINT to authorized elements of the int ellisenss sonmunltyo 
Tt ia a Lacks howaver, that N&s A dose preduca Por the intelliganrs 
community more than wievaluated ray materlal. Dus to the trenendous 
volume of intercopt material, NSA mas’ wionew out a great daal of 1 as 
gorthiegs © thig is a prosesas of evaluation. Besause of the nature of 
much of the intercent, NSA also compiles atudies which vepresant tha at- 
cumulated imowledge gainad from a mass of individuelly insignificant mes]- 
gages. This, too, involves evaluasien of the material and ths dacducticn 
g conclusions; 4t is done by NSA rat chee than by menbera of the intellie 
gence comun'ty simply as a matter of expediency. Regardless of tha 
fest that NSA conducts soma intelligence processing, the recipients of 
its product are responsible for its evaluation in the Light of such 
other information as may be availesle to them. | 
he Diverter of NSA is not a mexber of the Intelligenza Advt eory 
Gamittes. Ho is strongly of the opinion, howaver, that he saould ba at 
gest a non-voting wasber in orders that he m! agnt understand the motivsg 


way 


ea veagons back of tha directivas he recsivas from USCIB, to assist ts 
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his exercise of judgment in the dayeto-day decisions which must be 


wasdo in imolementing the broad directives and priorities recesivad 


from USCIB. 


fhs COMINT missiona of NSA eonsume its major effort, both as to the 
number of persons engaged and es to tha Punds involved. Virtually all 
NSA personnel ara located in the Washington, D.C. area; svbordinate head= 
quartere, relativaly cmall, are located in tha United Kinedom, Europe, 
Alaska, the Far East, and the Pacific (Hawaii). The actual intereepticn 
of tolocemunications ia accomplishad in the ficld, almost catinely 
oversees (Including Alaska), by elements of the Army Security Agency . 
(ASA), the Naval Security Group (HSG), and the Air Foree Security Sere 
vice (ASS). 


These eryptcLogic services in Octobar 1952 maintainsd [anne 25X3 


positicns, which number had been increased in November 195), te [ 25X3 


and is planned to reach [an June 1957. Thess positions are presently 
aeeatien inf inter sopt stations which vary in sigza from 3 
gingic position to as many as [ _ positions of various typas capable of 25X3 
copying mazwal or automatie Horss transmissions ae vadio printer, 25X3 
radic teletysé, md vyoica. doubt [ __ecoparata mes3agao are ~ 25X3 
iatersapted every. tonth in addition to abont an equal amount of operators’ . 
chatter and othar éranamissions whieh ara not strictly M2S52Z@3o The 
vast bulk of this traffic, amounting col et paver per day, 29X3 
is sent to Washington py air courler, Traffic of a mora urgent nature 
4s sunt to Washington by radio. Ths NSA communications center i | 25X3 
direct oneline circuits, with[  |stetions or headquarters having other 25X3 
cdirset on-line circuits, which thus ecnnect NSA with a total of 25X3 
Approved For Release 2005/04/22 : CIA-RDP86B00269R000900010001-0 
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statlons ov headquarters. In October 1952, the NSA communications 
pentar nendied a daily average of about 932,000 ETOWIS and in October | 
1924, of about 1,271,000 groups. NSA receives oF sends about 70 psre 
cent of all encrypted traffic flowzing in and out of Washington It is 


expected that tha personnsl strength of the four cryptologic organisae 


25X3 


and such administrative control as he deems necessary over the eryptologic ~ 


units of the three servyices.. He has delegated egerational control ami 
responsibility for processing the jintersapt in some instances to a majox 


cryptologic organization of each of tha three armed services in Kurope 


> 


range Soviet air fores [ ifs the Commanding General, Uo So 25X11 


Aix Pores Security Service, together with operational. control over speci- 


and in the Far Rast. He also has delegated resoonsibility for the lenge 


fied Air Force eryptologic units designated for that ourpose. With 
that one exception, neither operational orders to the elements in the 
field nor the messages which they intercept are passed through the head- 
quarters of Army Security Agency, Naval Security Group, ox Air Forse 
Sseurity Service, which makes those headquarters administrative, not 
operational. It ia tha plan of the Director, NSA, to effect further 
desentraligation as rapidly aa the elements in the Pield are sufficiently 
trained and equipgad. Approximately swallve processing problems have been 
given to various stations end groupa located ontsids continental United 
Shatss, The purpose of decentralizabion is to process interesot material 
®@ as far forward a3 practicabis in order to expedite delivery to field com 
nopppréved FOIPRERERE ESI 4/53? CIAIRB PCH GSoRGGGGSOO GOST ~° 7eMS® 
abe , 


Mmmm <«mrnonwm 
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the volume of electrical communications to and from Waghingtone Davane 


mrew 


ization eof processing has the effest of desa 
of the treffie whieh is processed overseas and it reaults in some dup= 
lication of effort. However, the saveriteces-of decentralisation of pro> 
sessing to stations which are capable of performing that function appear 
to ontvaigh the disadvantages in that the economies of centralized preo= 
cessing are less important than the reduction in time of delivery of ine - 
formation t0 the field commanders concarned. Furthermore, the reduced 
busdsn on communications to and from Washington would provide accnemics 
of considerable Impertancs, 

ji The matter of operational control over intercept units aposarsa to be 

tha only serious point of disagreement betisen memeers of the intelligencs 

community « avecificaily the Navy and the Air fovee = on the one kane ani 

KSA on the other. Tha chiefs of inbelligense of the Navy and the AL? 
Foree have expressed a desire that NSA isaue only missicn-typs orders to 
the chiefs of the three eryptologie services and that operational contrel 
of the intereept units (with certain positions reserved vo NSA contro}) 
renain with those services. It was, hovevery, such a relationship in 

the Armed Forces Security Ageney (AFSA) that demonstrated the need for 

the reorganisation resulting in the creation of NSA. The changs in 
operational control proposed by officers of the Newy and the Air Fores 


25X1 


ignores the confluence of service interest in intercept frequencies as 
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primary interest in COMINT; (3) eparations ave not economical or ef= 
feetive when some Soviet links have to be copisd wo or tores times and 
others not at al; and (4) NSA alone has the necessary machines aa “tho 
technically qualified perscnnal to process some of tha more sophisticated 
' 4ntereapt. The present organization is designed to give field commanders 
the information which is of concern to them directly from the intereept 
unit which receives or first raads the intercept at the same time that 
the information is passed to NSA. The point from which such information 
je disseminated, through Special Security Officer chamels, is the paint 
at which the intercept is processed, and, under the NSA plan of decantral- 
ization, is the farthest forsara practicable, which is deternined by toa 
availobility of qualified persenns!] ous the degree of sophistication of 
the intercepted systemo 

The Director, NSA, exercises operational control over the selection 
of loeations for new intercept stations, but hes not conducted inspections 
either before or after installation of the intereeot stations and there 
seems to be a gusstion as to whether ke has authority for such ingpectionso 
Some fixed stations have been laid out in the past, especially in the 
period before establishment of NSA, in such manner that maximum efficiensy 
in intereeption 43 not attainable. Loss of efficiency has been brought 
about in soma instances through establishment of a atation intended %o 
sexva both for normal service traffie and for interception of COMINT 
traffie. In other instancas, the intercest missions have been changed 
to direstions for which the original layout was not intended. NSA and 
the oxyptologic aeeeiees ave aware of these and other technical problema, 
but diffievulties have been encountered, and not yet completsly solved, in 
cha ppraveatlorRele asus 0640 23 “tPF 3600269R000900010001-0 | 
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Pogition of the Cryptologic Services in the Armed Forces 

The poaitions of the three cryptclogic servicas in the Armed Foress 
we all different The AFSS is a separate command of the Air Force, 
directly under the Chief of Staff, on the same levei with the other major 
commends; the ASA is an agency of the Army under the Assistent Chief of 
Staff, Go23 and the NSG is umler the Chief of Nawal Intelligence for 
operational. control and the Director of Naval Communicatiors for ali 
other matters, including personnel and logistica. The importance of the 
organizational structure extends far beyend the position on a charte t% 
4s of primary imcertance in the essignment of peraonnesl, which is so 
often a compromise between conflicting interestso The cloa: of secrecy 


which necessarily surrounds the cryptilogie services has keot the personnel 


offices of the Armed Forces in ignorance of the true importance of such 


The matter of logistical swoport also suffers when a minor command 
or agency has to compete against a major command in the face of an overall 
Shortage g 
Spacial Security Officers 
In order to provide a link whereby COHINT may be passed te commanders 
who have need for sueh information and have been specifically indoctrinated 
and cleared therefor, there has bsen establishad in each of the Armed 
Foress a system of Special Sacurity Officera (SSO). fn SSO detachment , 
consisting of one or more officers together with enlisted assistants, is 
located go as to form the communications chamnsi betyeen a-cryptologic 
processing unit end the headquartera which that unit supports. The S80 
@ is actually a member of the cryptologic service, not of the supportad 
_ cofpesayer FionBelense 2208/0Ma2 zo -RPRSAROCREIRIAEGAND IANNIS the supported 
LW 
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unit and may, if s0-desired by the supported commander, SeT¥@ a3 an ad= 
ditional “anwar: of. the latter's intelligence division. The S50 is 
rcosponsible for advising the supported commander regarding all security 
aspects of the COMINT delivered to the commander. | 


The Recipients of COMINE 
There is established wht thin the office of ez ach of. is intelligance 


e comunity recipients of COMINT (State, Army, Navy, Air. Force, and CIA} 

a spselal COMINT section, astabliched within a secure area and all. of 
whose personnel are cleared and indoctrinated for CoML iT,. It is the 
function of these sactions to recalive, eveluate, end recommend action to 

ne taken on the communications intelligence which: they receive from HSAs 

They correlate COMINT with other infomation and prepare adtotiigenes 

Each of the intelligence avencies mentioned above also maintains & 
icison detachment with NSA, physicaily located adjacent to the production 
element, but “with gome res tricticns upon their access to individuals at 
tha working levels. The COMINT sections mentioned shove receive COMINT 
through these Liaison detastments and also Seve direct teletyps Lines 
and wnessenger Veaeeine from NSA to the COMINT int talligence seetions. Tn 
practice, the liaison detachments know what 4 is sont to their respactirs 
intelligenca offices, but the actual tranenised.on may’ paas direst fra 

" . -the NSA production -elenents to the intelligence offices. 

The Sies, ‘mission, and operations of these five liaison detashnents 

vary considerably: From smal detachments establisted for the purpose of 
\ ingrovirg ss sabual undars’ anding between the pr wears’ ond ‘sesipisnts of 

COMIN? through the obtaining of answers to specific questions, irdiicasirg 

pan ta waare fucthesr information is desirad, and assisting the intelli igenea 
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; agencies in their uti Ligation ef GOMINT, ali bub the State Department deo 


on OPIN ES whe eZ 


Se ae 


y 


} sashmens have gradually grow and assumed additionss funetions to where 
the Air Forea detachment, eapacially, is now preparing inteiligense reo 
ports in final form, and other detachments ara doing origina: worke 

Three priorities committees have been set up within NSA, composed of 
members of NSA production elemen ta and members of the liaison detachnantSo. 
Tt was intended that these committees ssrva as groups wherein the NSA 

ennieiana would be kept fully advised: of the gaasens underlying ine 

_ fernation requirements, So as to assist in the arcival at lozical dex . 
eioions regarding NSA operations, and the Jiaison Cetachments would be 
kept advised ag to the tecimical implementation by NSA of tra USC iB rao 
quiramants.o In practise, this has not been gat sfactory bo either partyo 
Receuse of ta failure of USCIB to provide adequate gus @ to NSA an 

. the form of tasks and priorities, these conmmitices have attespted to 

fill the void. NSA, hovever, has not reesived the 

from tha Liaison deteehments, peasibly because the latter ars too Lar ree 

moved from their chief of intelligence and ara unabs L@ to represent his 
point of views Thsse committees have been ungble to asree on what preducts 
to elininate or Supbail st Sn order to obtain more of another predust and ‘Bho 


'|isicon detachments have been unasle to make dseisisna based on an overall | 


-1, appreciation of, the intelligence requirements > their viewpoint has been 


‘| 
i 
I. 
Hi 
u 


> 


soo restricted. in this situation the liaiaon detachments have attempted 
i ‘ HOA 4 : : 
| to exert a direct influence on the operations of HSA theough contacts as 


thie vorking levele 


A congidercs le deprea of Sricbion has dev icead betwean the liaison 
: 
_ datachmentts, or scme members of those cetachments, on the ons hand, and 
embers of NSA_at the working levels, on the other hando 
Approved For Release 2005/04/22 : CIA-RDP86B00269R000900010001-0 
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he presently authorized strengths of thesa liaison detachnenta 


Army — 25X38 


tell 
i) 
oa 
a 


ports rendered by NSA fall inte two groups - intelligence Te= 
poxts which are intended for the intelligenca community end technics xs«- 
porta which are designed to aid the intareept and analysis persomiel of 
the evryptologis aervicese 

The intelligence reports include soot reports submitied by intercept 
wise ov NSA whenever Information received or reed is considered of suf 
fielent imortemzs to varrant immediate attention of the Pisld eommander 
or the intelligence comunity; O/GEN's, which are waeltly reporta combain- 
Snag a fusion of information developed during the pepiods and special roo 
ports, which covar a wide field and are based upon studies, sone tinea 
over a period of several menths, which develop information from a large — 
mass of intercept; ne individual piecas of which are of no significances 
Srecial reports are developed in accerdanes with the requirements ef ths 
intellicensa community ond may, if desired, be kept up to data on a 
recurring raport basiso 


Technical reports cover matters auch as radio net diagrams, cail 


o signs, identification of code systems, information about Lrangmi titers, 


4 


Tha NSA Tochnisal Support Catalog of Deeember 1, 195, whieh includes 


both intelligence end techrisal reports, lists hee reports, of whien the 
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great majority are recurrings 
Tae COsin LINDT Product 
- ALL members of the Antelligence community have expressad an Sident 
_desive for a constent flow of timely translations of messages of the 


' Communist erbit which will be indicativa of future plans and intentiona. ss ee 


Gur successes in faatine Japanese end German high-level traffic during 
World War IIT and our success in reading a large portion of Russian Come | 


25X3.... . . muntat[ smd. 298 have ed the recipients of COMINT 


to expect a continuation of such succassago -25X3 


25X3 


The effec tiveness of CWINT is 5 primarily dependent on top-level 


mathematician > eryptenalysts,. ayatone | analysts » and other types of prc= 
| fessional people. There sre extremsly few individuals today who sombize 
Ja high dagree of Imowledge and skill in all of these fields. An increased - 
‘efforts in one problem area, therefore, usually demands some diminution of 
offart in another, and ths Director, NSA, has experienced difficulty in 
promarly allocating his topeflight personel because of the exhaustive > 


& requirements levied on NSA by the intelligence agancigs3e 
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TIL SECURITY 

‘The basie directive for communicatLons security (CoMSEC) is NSC 168. 
NSA performs its COMSEC miseions through the procuranent, manufacture, oF 
printing, and issue of certain cryptographic equipment, devices, and pub= - 


lication’, of approval of equipment or systems; through the publication — 


of policies, doctrines, and instructions governing the usa of crypto= 


graphic material; and throzgh supervision of the manner in which cryptce 


graphic moterial and systems are used by the yarious departments and agers 
cies of the Goverrment. Most of the eryptoeranhic devices produced by : 
‘NSA ave actually manufactured by private Industry under contracts wish 
NSA. The agency itseif manufactures certain top sscret parts of those 
machines in a pecduetion plant eperated within its ova erea by 125 CT 


personnels these eritical parts ere later inserted in the machines built 
Mies eontracte ‘NSA also oparates its own printing and reproduction 
plant for the production of one-time pads and other highly sensitiva 
cryptographic materviaho | . aan 
| NSA, furthermore, has fulfilled certain commitments ‘of tha United 
“States te the North Atlantic Treaty Organisation eonserning comnunica~ 
tions essurity. ms 2 | a 

The materiul end systems used by the departments and agencies of tha 
Federal Government are believed to afford adequate communications sesurity 
“oad are of Buch nature that errors in their use probably do not permit 
‘the desyvypting or reading by unauthorised persons of.more than the one 
messerea or part theree? involved in each erroy or violation of security. 


However, numerous tests made by communications sseurity personnel have 


disclesed that great quantities of highly valuable information not availe 
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able from other sources are avellable to foreiga governments through 


i,eaffis analysis and mesaages - sent in plain hate In bhis Latter respach, 


i she United Statea should. be presumed to have a very low degree of come 


. fhe Director, NSA, has recognized this weakness and -has initiated 


ac tion, toward: the development of equipment to maka all toleconmunications E* 


-gecurao This ig a long-range research and development..projeet, however’, 


and probably will not be completed in less than five yoaree Our praesent 


sommunications facilities cannot cope with a much greater load than they 


_.now earry in enerypted traffico _ 


In addition to the probable. © ralesss of yalusble information through 


‘traffie analysie and plain text messages mentioned, abeve, eetual braaches 


of sacurity involving encrypted systems have eceurred end presumably are 


ebill. occurring. During the twelve months fron March 1, 1954 to Pebe 


kavl 28, 1955, 1,331 casaz of possible compromises of tel sonmunications 


were vaported to NSA. These cases included 850 psssible eryptographis 


compromises, 261 possible physical conprom of cryptographic informa-. 
tion, end 220 possible compromises of COMINT due to transmission ine 
security. Of these possible ecmoromises, NSA concluded that there wers 
23h probable compromises. An evaluation of these probable eompremises in- 
dicated that there were 26 eryptographie compromises which probably Ta= 
sulted in the compromise of 23 single messagea, the compromise of one day's 
traffie in each of two systems). snd the compromise of ons aystem normally 
used for one month. Possible compromises, other than eryptosrapnit, 
nysisal compromises (sxgosure of cods3, keyS, ox -pedlicatiors ) 
and Ahh casag of transmission tnseeurity (of which about eto pavcant 
were © oper rators’ errors )o 
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When conpered with the total number of enerypted messages transe 


mitted, the nunbker of possible compromises is en extremely small perceart= 


‘ 


ago. The possible intelligence value to an urnfriendiy power derived 
from the loss of communications security in even a few cases ia noe aue> 


ceptible of accurate evaluations 4% could ba of great valuac 


Tne Director, NSA, does not actually monitor United States trans= 
missions ~ the monitoring is conducted separately by each service or 


agency. Neither dceea he have autho ty to 38% standarda on transmission 


sseurity. It does not appear to the tesk force that he should have autnor= — : 
ity to ostablish communications procedures, which necessarily vary anong 


the services and agencies. Consideration should be given, however, 50 


the pessible granting of authority to the Direetor, NSA, to preserike 
ninimn standards for development of communications procedures whieh wild 
provide and maintain security of transmissions. Such authority, | if 
granted, eould be subject 40 vevicw by the Communications Security Board. 

All violations which could have resulted in a compromise of com= 
qonicablens security are reportad to the Director, NSA. Disciplinary 
actions in connecticn with security violations ate the responsibility of 
thea Director, NSA, only when they coneara NSA personnel. Sueh actions 
ava taken by the chiefs of the three tryptologic services concern'ng . 
their om personnel without reference to NShe 

Eromining the Gee ror of comunieations security, which is intimately 
cenuested with intelligence end saticntarly communications intelligence, 
4 soon beeame apparent that communications security cannot be viewsd 
alone, ous must be considered a3 part of the entire talscommunications 


field. In this vast field there ava many commitices, boards, and agencisa, - 
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each concerned with some faces or segment of communications, but the3 
oy 3 


nea nob vied together in a coordinated effort. The Talecon=s 
Piemning Committee, under the Office of Dafense Mobilization, is tna 
neavest approach, apparently, but 1% coes not fill the void which now 


BxLstae 


NSG 168 does = clearly define the responsibility and autherity of 
the Director, NSA, and insure that the abies subject of communications 
| sseurity is adequately seated | | 
Intern al Security ; _ 2 

Closely related to communications security is the matter of internal 
security of NSAs The physical areas in which COINT ia produced or held, 


normally, are restricted areas to which persona ars admitted only when 


progerly autherized. Communications concerning COVINT are trensnitted 


either by courier or b eloctrical transmissions using 3 asial exyptargronhic 
fas) } ae 3 x 


devices or codes restrictéd solaly to COMINT. 


Personnel on duty with or aliowed access to COMINT are given complete 


sacurity clearante and indoctrination prior to commencing such duty and 


their security records, including a National Agensy cheel, are supsequansly 


vaviewsd at five~oyear intervals. Complete field investigations have not 
been regeated at five-year intervals During the periods betusen reviews 
of records, NSA conducts an educational program to remind its personnel 
of the sesurity aspects of their work end to urge el] individuals to 


report all violations or suspicious circumstanceso 


EY 


Tha wumber of American individuals now elearad for COMINT Zollows: 


VAF; 
tom 


ART, RD Ue 
wel Re chia 
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Reeipienta of COMINT 
Praducera of COMINT (eryotologic 
gexvices ) 
Special weather service pare 
sonnel 
Civilian ¢onsultants throughout 
tha United States 
Total 
These numbers are so large as to constitute a constant danger to the 
sseurity of COMINT operationse The steady turnover of personnel in the 
COMINT activities results in the continuous flow of large mambers back . 
to  elyilian life throughout the United States. Surveillance is not 
maintained over thes civiliens after they have left NSA service. Bae 


cause of the obvious threat to the security of COMINT ereated by the 


' ‘Jasse number of persona cleared for such information, various measures 


have been devised to minimise this dangere 


In the first place, all individuals cleared for OMINT are not 


granted access to all COMINT matteras the “naedetacknow® rule is applied 


throughout the operation. Strict compartmentation is maintained through- 


out NSA and individuals are permitted knowledge only of the specific 


fields with which they are concerned. In the Intelligence community, 


certain sections ara established for the reseips of COMINT and it is 


the responsibility of these sesticns to meld COMINT witn information from 


other sources to develop the completa intelligence product. If this 


product contains information derived only from COMINT, tha product Fa=  \ 


_ taine the COMINT classification, bus if COMINT merely corroborates ine 


formation Prom other sources, the COMINT classification is not required. 
This compartmentation and restriction of CONINT to cartain specifically 
clearad individuals constitutes an impediment to the development end use 
oApergved ForRelease. 2005/0422 .GidaRDP seR0eacsRecdsesoMoe1dr ideasy bus 
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4% agpears to be a neessaary prica to pay For the securhty of COMINT 


‘ Te aye 


ocverations. Among tne 1.,687 recipients of COMINT ara approximately 


2,209 members of CIA. A large portion of these ave concerned only with 


plain text traffie. Although these individusls are cleared for COMTI? 


without restrictions, in practice they are given only the plain text traf=_ 


| fie with which they ars directly concerned. “The Large nutber thida cleared 
| for OOMINT may, consequently, not. be quite as alarming as a first glance 
7 : 


would indicate, but 1% is nevertheless a potential danger to sacurity. 


TV RESEARCH AND PLANNING 


Researen and Develownent 
PTOI AE EEE LY AE IT 


PO 


The tremendous volume of intercaps which is reseivad by NSA makes 
it imperativa that matimum usa be made cf machines to seclueewe nine 
ment manApowaze esas use is being msde of Internabicnsl Business Machines 
in ordax to seleet out and bring together infornation of any particular 
daeauarye Without such stendard machines, thy time and lebor involved 
in searching through millions of messages for parsicular bits of inforn= 
ation would be prohibitive. These machines are used voutinaly im the 
analytic processes of NSA. | 

There is also a necessity for electronie computers and analytic 
machines to do taska in the field of cryptanalysis in the effort to read 
encrypiad messages. This machine work represents millions of man heurs 
and parwits work of a magnitude which wWOULd otherwise ba ubtescly imoos]- 
sible. Some of these tasks, which are axtrensLy eomplicated, can bs 
erformed by general-purpose electronic computers, whereas for some 
tasks » special-purpose computers muat be designed, ‘seated, and constructedy 
ESA now haa nins general-purpose gad sixteen spesial-purpose machines, 
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which is by far the lergess and mess conprehensive collection of 
elestzonic computers in this country, and, therefore, presumably in 
the world. Our eryptanalytic effort would collapse without them. 

In the development of tnase electronic Upraing," the need is first 
determined by cryptanalysts attempting to solve a particular system. If 
a survey of available > existing electronic machines diselosed that there 
is no machine which can do the desired work, end tha problem is of suf] 
ficient importance to demand its solution, the Research and Developmests 
division is called upen to desien amechins. If a general-purposa machine 
san bo designed so that it can do the requirad task and also other tasXs, 
such a machine will be develoged for tris p arbicu lar task, E and D makes 


use of the entire eleetronic industry in its development of new electronic 


There i9 also a need for the development of s peeeee Souter’ for 
the interception of messages as foreign governments put new types of 
trananiesions into use0 In this field, R ahd D works clesely with the 
fleld tast boards of the three Armed Forces. 

Up to and including fiscal year 1955, appre riations for R and D of 
NSA nave run between 13 and 1h million dollars. These sums have been 
adequate to meet the needs. It takes two or three years, or mara, from 
tha tine the need for o machines becomes known until the machine con be 
developed and put into uss. Becausa of this time lag uf, 1% is imverative 
that through research and development, a aided by the very best talent 
available and by adequate funds, our development of machinea and equip= 
ins ve Keo’ eheed, insofar as practicable, of the aetual nseda in order 
that the final product of NSA may be both timely and adequats. The 
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atently anead of its adversaries lest 1% gradually lose its apility 
to glean intelligence, which is now of inestimable value, from the ficid 
of telecommunicationss ; 

Research and development are also conducted in the field of com= _- 
munications security, leading toward a highar degree of sacurity for 
all telecommunicaticns o- | | 
War Plana ; 

War plans are prepared by NSA in conformance with the war plans. 
produced py the J cs 3 there is close collaboration on the working levels 


A 
between NSC plans and policy personel and the Joint Staffs The three ~~ 


service exryptologic ‘agencies. shen.prepare war pleng based unon the NSA 
slaass The NSA olens take into consideration present capabilities and - 
future requirements. An effort is mate to foracas’ the reguirenants - 
five and ten years into the futures Subsequen’d pudgetar Swag y pens are based 
upon the current war pa an, with adjustments made each years “Plans have 
been issued to the overseas COMINT commands to effcet the transfer of 

perational conbrel te direct support operations in the event of 
restiLiviess 
Ke Alternate Sltes 

tha first echelon of NSA commenced its move from Arlington Hall 

Station, Virginia, to Fort Meade, Maryland, in January 19555 Ths sarond . . 


echelon ig schsdulelte move in June 1955, and the move shéuld ba completed’ 


“ 


by Deserbor 1956. The present alternate site for NSA, in the event of 


disaater,-is the University of Maryland, and sona com: mnication favilities 


ns 
i 


Wave baen installed theres USA is now in the process of seiecting a 


nove distent site wit thin 75 miles of Washingtons 


An alternate site for the COMINT communications center inl | 25X3 
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@ ‘ties have not yet been installedo 


Y PERSONNEL AND TRAIWING . 
Fexsonna’ 


the’ effectiveness of our 0 sINT efforts depends ultina tely upon 


the support of the Departments of the Army, Navy, and Air. Foree, ard, 


more specifically, upon ths efficiency of the three eryptclogie BELVACeme 

'. Although NSA exercises operational sontrel and provides teshnicel Sup= : 
‘port, the erypsologic services provide the personnel 2 and facilities, 

. gonduct the trainings and provide © See eeacer Support. COMIET starta 
with the Antercept operater, and he is tha weakest Link la the production. 
chaise 

- his weakness can be traced -to conditions which sve not unique to 
- the COMINT area, but here they are especially serious because of tha 

. -gengitiyicy and importanss of COMINT to the national sacu rity. The 
United States is attempting to maintain a tremendous COMINT effort, with 

: the base of the pyramid comprised largaly of relatively Inaxper rienced, 


' semieskilled operators enlisted or drafted fer too short a term really 


to expect maximum or even acceptable efficiency. 


Shia aame wealmsas extends voward through the noncommissioned am 


junior officer grades, resulting in a‘lack. of highly-skilled guidances 


for tho semi-skilled operators. 
3ecause personal integrity, seund judgment, and a , high: degree of 


teahnical skill play an ebnormelly important part in the production of 


COMINT, the personnel essigned to NSA and the three ery: SoLogis asrviess ©. 
- should bs of high quality end should remain in the activity for long 
o neviods of servica. This refers specifically to ths intareeps operetera, - 
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the ecypbanalysta, the traffie analysts, ) and the superviser and dire 
actors of those individualso Because the work : ig highi spes she alized art 


there 18 no field of sinjlar mature outeide of the COMINT ficld isself 


fron which personnel may be dram, all of the psrgonnel ere. trained 


| after selection for auch “dutys , Cepucquianetye whether an individual is - 
a civilian or memoer of one of the military services is of sscondary 
“iisportance. Within NSA, one-third of the personnel are drawn in-equal. 

numbers from the three military services, and individuals ara assigned 

to duty in accordance with their capabilities and experience and without 
regard to military or clvilien status. The situation within the three 
military eryptologie services is different in that the persennal ar 


Po almost entirely military, with civilians limited to duty in continentel 


United States ond largely to administrative and maintena anse duties. The 


COMIN? effert suffers from a normal Surnover ia the loysr grades of 


-leivilien parsonnel, but especialiy from the yaoid turnover of military 
eesomnaie There is a relatively small wurber of mil tary: perseomel 
who have served successive tours ‘of duty in one of the ryptolegi ie GOTo 
a soma of them since before World War TI, and-these indivi. viduals - are 
L of great value. Although the military personnel theoretically serve 
‘minimum toura of three years with the eryptologic services and the 
—Direetor, NSA, has the authority to accept or disagprove tha selection 
of officars orior to their assignment to NSA, in practise a considerabie 
number of toura are curtailed for various reasons » including releasa of 
“dndlviduals from military service. A sonspisuous example has eccursed 


, 


in the asslenment of Resérve officers to the eryptologic services for 


@ thele tuoeyear tour of active duty following graduation from ROIs shee 
oC Rpt bce PSr REIGATE ROBBINS: CIR. RESP EEROOREROHOE TORTS of tro 


PAD eRrN an ia a 


il 
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to four months, and sent %o0 achool, lasting about six menths, after 
vhiek they recelva onethe+job training. Their productire pericd of 


services thus is normally less than one yearo This ia an extrensiy waste 


(ful usiligation of such personnel. A similar altuation exists with re-- 


_gard to enlisted men drafted -for. tio, Years o Such ren who become Aber 


capt operators after clearanee, training, and shimment overseas usually 
have about eight months of productive see and they seldom basone 
really expert in their.work. The percentage of Regular officers. in the 
eryptologic services is extranely amaldo 

The problens arising out of the instability of servive of military 
persomel are not, of course, limited to the eryptologie services, bus 
thosa Saev ous ‘ara especially acute in these servicas. The eryptologic 
gerviess must be givan more gavorsble treatment by the military depart- 
ments than kas been dons in recent years Individn alo must be sgecialiy 


selected: for this duty and they should be rewarded atcordinglys 


eiviliena as ecite 


Poa 


The relatively more stable paricd of service of 


pased with military personnel has led the Divecter, NSA, to replase the 


~ latter with eiviliens where practicebles One station, menned omy by 


eivilians, has been in operaticn for saveral months end is considered 
one of the better and mora successful intercept stations. With the 


sgueceas of that atation in mind, tha Director, NSA, has recently 


initiated action whereby the ASA will employ ons hundred eivilian inter= 


espt operators fcr the purpose of replacing enlisted men in kay poaitions 


‘within militery fined stations. This operation will ke carefully 


e cas 


if it is suceessful more civilian intercapt operators wii se 


aeoudied ax 


- employed. I is not remotely possible, however, that all. anlisted mon 


5 Biko WEES? REAR gE IDET AD AR TPERBHES BR OBUBNLD 6081-0 
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Much consideraticn has bean given to ‘aeeienine a larger corps 
of military COMINT spacialisis. 


Prior to Worl 
services of the Army and Havy were emallo 


War IL, the cryptalegis 
The Army service waa eousoaad 
largely of elvilians while the -Navy.clemsnt was largely officers. Dur 
ing the war, ‘these ‘services wers greatly expanded with temporary of= 
ficers and enlisted men, and after the war many of 


the camporary of= 
ficers reverted to civilian atabus bus remained in the eryptol ogke ef= 
fort and are now ‘employed by NSAo 


Meanuhile, most of t 
officers who earlier were in the Navy sryptole ie asevice have eines 


she Rapier Navy 
Logis 
been retired or have bsen assigned to other duties. 


no officers with more than. af 


The Air Fores has 
ew years’ eryphologic experiences «At 
present, nearly all of the officers of cach of the services sssigned 
OMINT curt 


oy a >? 4 
COMINT duvy are Reserve officers and relatively few serve more 
tous 0 


thrae years on such duty, u 


oo 
@ the oma 
e523 they have signified 

sire to be specialists in that ficid. 


Of the officers assigned to duty 
with the eryptologie services, few hava volunteered for the du 
¥ 2 sy y 


tyre oIn 
eet 


ne Army, officers of all tha combat arms and of sone of the technieal 
servi ces in addition to the Signal Corps have been assigned to CONINT 


with ¢ he 


‘Relatively few enlisted men serve more than one tour of auty 
he eryptologic services. 


Lt is neither necessary nor d 


siresble that all of tne military 
sonnel on: COMINT duty be career specislists in tnat isld or that they 
be communications specialists. It is extremely desiravls, however, 
that these whe ere selected for this duty be nore carefully selasted 
then has sometimes been the case, that a larger pereentegs than ab 
present be COMINT specialists, that somes of then also have besn comiunica> 


30) 
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order that there may be a flow of high quality, experisnced officers 

i to the senior positions within the organization, Unless this jas% step 
| be taken, civilians will inevitebly become the only individuais quali» 
fied to fill the top positions. In the developnent of military COMINT 
specialists, care must be exercised not to retard their promotion in 
comparison with other outstanding officers. Sons interchanga in tours 
of duty between COMINT and intelligenes specialists would Ks desirable. 


The more senior of the relatively few officers who have served 


wore of less continuously in CONINT duties over long perinds of years, 
dating pack to before World War II, are now sporoaching retirements 

Some of these officers could bs of great value te NSA because of their 
long experience and expert Imcewledga of COMINT matters. The Jot of 

July 31, 189), nowavar, is an effective bar, through limitation imposed 
on their pay, to employment by NSA of such officers after their retires 
ment. it is emphasisad that there is no related field from which COMINT 
experts can be drawn; the military eryptologic services and NSA ars the 
only ozganigations wherein such specialists are trained and dsvelopede 
The number of COMINT experts is far less than are needed today end 
doubtless this situation will continue for yeara to coms. Attention is . 
Snvited to the fact that special legislation (Public Law 53, 62a Congress ; 
June 26, 1952) authorizes the employment, without less of pay, of nos 
more than fifteen retired officers or warrant officers by the Central 
Intelligence Agency. Sinee the field from which COMINT experts aoe oe 
spaciolists can be dram is much narrower than the field from whieh ire 


telligence personnel can be obteinad, there is even greater need for 


special authorigation for "SA then for CTA o 
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The selection, training, and joo classifications of NSA civilian:. 
pexzonnel ave affected by ths Civil Service Commission rules mcd : 
regula tionse in order to help maintain the nesessary secrecy surround= 
ing ESA operations, all NSA eivyilian pausenhell are placed under | 
Schedule Ae ‘This classification gives the Director, NSA, authority to 
enoLloy personnel without regard to civil service eligibility lists, %o 
dischrrga them for cause, to transfer them from cne job to another, .and 
to put them in a grede structure on a par’ with eivil serviced gradaac-:. 
Sehedule A is of great benefit to NSA, but does not completely solve 
the personnel or security problens because MSA is requirad to report to 
the Civil Service Commission each tive an individual isa-employads dige 
charged, or reclassified within NSA. Such reports could result in a: 
breach of vaeurity im that it would be possible for a pardon who has. 
accesa to the civil service records to compute tha number of sebacne em= 
ployed by NSA snd. to gain soma kmowledge: of the type of jobs within 7 
NSA.. Furthermore, it is adrficult to f£4% many of the jobs at NSA into 
the civil service job structure, although. this problem appears to have 
‘paen satisfactorily solved through mutual cooperation between NSA and - 


the Civil Service Commissions 


‘Because of the large number of vary competent and highly educated 
individuals required by NSA, and in order to retain a high percentage 
of bham-in the face of attractive epportunities to transfer to private 
industry, NSA needa a relatively: larga. nurber of "super grades" or 
Similar pay gvadsa. Schedule A does not solve this problem,: and NSA haa 
found itael?-ia an askward position in this respect since naither the 
Department of Defense nor the Civil Services Commission has assumed full. 
roApprovetldyRéten shecsbowad ovakppssassedsRobesUab100bIS 2soncy te 


ee ee ee 
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nog allocated 23 super grades (two Grade 18's, two Grads i7's, and 


aineteen Grads 16's) chtained partiy from the Department of Defenas and 


partly fvon the Civil Service Commissions This number probably is adeo 
quate for the moment. Eleven of these positions, however, ara aushoriged 
under the Defense Production Act of 1950 which expires June 30; 1955 
aid NSA ia, therefore, now faced with the provable reduetion to twelve 
super grades. The Director, NSA, desires that he be authorized, for 
future use, a total of fifty super grades and Pitty positions under Pube 
lic Low 313, in order to provide a properly balenced grade structure 
for the highly akilled ssientific end technical persomiel of NGA. Public 


Law 313 authorises payment of salaries betusen $10,000 and 815,000 to 


designated scientific and technical personnel, without reisa in grades 
This matter should be given carsful consideration by tha Dapartmant of 
DeLengses . 

_ bnother situation which affscts the elvilian personel relates te 
foralga servicae - Approxinately| ISA civilians now serve 25X3 
overseas, and that number ig expectad to increase. The Divacter, NSA, ; 
canno> order a civilian oversaas waless he volunteers for such assignment 
Although NSA elvilians often serve in proximity to Uo So military per- 
gonnel er civilian employses ef other governmental agencies or ceparte 
ments, they fraquently find themselves at a disadvantage with respect to 


privileges or "frings benefits,” such as somissary or UPK? privileged, 


quavters, nedical.care, transportation of automobile overseas, or leare 
credits enjoyed by State Departmen’s employees or military personnal 1a 
the sang aveae NOA civilians shculd be extended the sane privileges as 
GIA versennel under similar circumstances - RE 
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competent scientists to serve as consultants in the solution of some of. 
iis teehmical peeblems. Ths azency'a experience with consultants has not 
been entirely successful, especially when the consultants were employed 
for only a few days at a time. The Atomic Energy Commission has employed 
scientifie consultants at a daily pay rate, in some instances, 4S high aa 
$100, whereas NSA pay rates may not exceed 250. This fact alons may not 
account for the AEC's more successful use of consultants, bus 1t probably 


is a factora 


Both the AEC end CIA are exempted by lew from civil service regulac 


tions which are applicable to NSA, although the thres agencies ave faced 


with similar personel problems. There is no specific statutory authore 


ination for NSA; it was created by National Seseurity Council Intelligence 
Directive Yoo 9. Although NSA doubtless would benefis from a statutory 
charter, the seeking of jegislation for thia purpose Goss nos’ appear 


a 


to o@ necessary at this tims. Further affors should first be meade toe 


% 


soive the personal problems of NSA through ths Department of Defense. 
Initial examination of the NSA organisation suggests that thers ae 
too many individuals in administrative poslbicns o Farther oxaninatdon, 
however, dees not sustain that initial impression when waight is given 
to ths fact that NSA exercises operational control over intertapt 
stationg and proesssing to such a degrees that it considers tha operations 
of each position and requires detailed \knewledga of all operations, ine 
cluding the nunber of operators available. In some respects, thia sifuae 
tion may be compared with a division commander controlling thse operations 
of gach infaatey company and artillery battery. Obviously, NSA plars 
must be prepared in great detail. Only a detailed persesnei survey of 
"5 JypprevedhEok Ridiéasb 200870 41ET: CRRBPREBO ADR CUSUD HE ther an 
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The requirement thas ‘all security clearances be completed ‘before 
HSA employees are permitted to work within the restricted areas nec 
essarily affects the geonormical and effieient weiliszation ‘of ne awly, em=> 
ploysd personnels The average vime required for elearance is wo 20 


four moni ths o EPDeLectsr? euployees are given 2 polygraph test ag a 


first step in their employment and those who pass thas test are then 
given a temporary confidential clearance which pexmits them to purave 
the NSA basic course of ins truction and indoctrination, which lasts 


four weeks. During the remainder of the perice while ewaiting full 


clgarance, these new empleyees are kept at the school and are engeged 
in clevicel or administrative work which does not involve classified 
information, Enough of such vork ean usually be found to keep a nas 
employee cecupied for ‘g month after completing his cOUreas bayord thas 
period, however, his timé is not vrofitably used. Chaar: ices soretines 
seem to be unduly delayed and one instance Was noted where a student 


vas retained at the sehool <ichtsen months while maiting CLEAPaNneeo 


Since NSA does not control the obtaining of clearances, tha tine cone 


sumed while ssaiting clearance is a phase of the major problem of obtaine 


ing prompt clearance for all civil service employees who require security ~ 
clearances 
Pablea showing the strength of the four eryptologis agansiss are 


sumiariged balew3 


+3 ' Eotismated Proissted 25X3 
Pod ; ear a 7 . : 
June 30, 1952 “June 30, 1955 Juno. 30, 1998 
WS SK 
ASA 
NSG 
S838 
Tosal 


(oe 
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will ke an overall increase of[ bee gons connected with COMIN? ; 25X3 
operations if the authorized strengths ave fulfilled, or a net gain 

during that pericd of approximately five percent. Between June 395 . 
1955 end June 30, 1956, there will ba a similar increase of [pox 28X3 
sons, or thirteen percent above the 1955 level. es 
Schools and Treining Activities 


Training ia conducted vy NSA and each of tha tures eryptologic ser- 


vices. Tha Director, NSA, is rasponsible for the satablishment of 


minimum atendards which govam tre training conducted by the three dare 
vices, but ke does not conduct inspesticns of their schools and he dees 
not kava specific authority to do so. lEseh o 
a sehool wherein training 4a conducted prinarily for intercept operators 
end, to a lesser degree, for eryptanalysis. Tre Army aleo conducts a. 
acheol for training in languages, but this actool is not used exclusively 

py the eryotologic services. In view of the fect that intareept operas 
tiona are eendueted by units of the three cryptologis services and, 
_consequartly, those services determine to some extsnt their methods of : 
eperation and the equipment. which they use, 1% appsara to be reasonable 
that Bekerate schools be maintained for each of the servicsas. Although 
most of the intereéept operations are conducted from land stations, the 
Navy does conduct. some from on voard ship end the Air Forte some from 
planed in flight. Consaquently, there is some nesd for minor variations 
in training> The Largest of the three schools is the one conducted by 
the Azay ond it operates ab capacliy level, Inquiry inte this matter 
has nos disclosed that emy ineveasa in efficiensy or economy could ba 
atfested through combining thea three schools into one school, or 
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through integrating tha separate schools 4dnto one unified seneol 


Tn addition to the schools conducted by the three services, NSA 


2 


also conduets a Schocl for the orientation and indoctrination of all. sine 
-oloyees, military and civilian, and for the eryotologic training, 
Lenguagas (intercepts are mads in approximately forty-three languages), 


‘elerical and management trairing. From time to time, NSA conducts 


special courses for a particular purpose, and ons such courses is now. 
being conducted for padioetelephone intercept eperators. This course 
‘ig being conducted as a pilot model and instructors from the Arny are 


now being trained to the end that this course Wil be transferred to 


- the Avmy sehool in the near future. Among various special courses con= 
‘ducted in the NSA ‘school is one for rapid vasding for the purpese of 


. training employees whose duties require that they scan a lavge volune 


of MesSagagsa 


The special language courses condueted by NOA ave more esonomigal 
than would bs ths usa of eneted language schools because tisy are 
>. pointed toward the specific oojective establisned by the intercept probe 
teme “In these languags soursas, effort is not made to teach the student 
to speak the language, but only to graep so much of it as is secsssasy 
for a particular taske Courses: are algo conducted in certain languages 
‘which are not gererally taught.in the. United States, such as Amharico 
“NSA has availed itasif of personnel within tne diplomatis comunity or 
‘elsswvhere living in Washington. to aagist in condusting some of these 
rare courses. Recently, to cite ons. example, thene. has been a nsed for 
many more linguists in Vietnamese than are available for employment 
In: addition to the full-time lenguaga courses conducted in the NSA 
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the military services and in elvil life. From.a long=ranze viewpoint; 
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school, short-time courses are esis eonduetad in the Office of Pros 

evesion of NSA, which students attend for one hour at a 5 tes in conjuise 
tion with thair normal souk in ordar to gain greater proficiency in tne 
language with which they are workingo | 


It is obvious that the COMINT effort of MSA and the three eryptolog iG. 


services suffers from the general, overall shortage of Linguiats both in 


the services would Benes *¢ immeasurably if fluency in one or more foreign 
danguages were mada a requirement for graduation from high schools and 
eollegaa, and if ths Armed Forces placad greater emphasia on that ree 
quirenentse For example, a large.fraction of the Bane? Forces are now 
sarving overseas. If those individuals were eeguieed to asquire a high - 
degree of fluency in the lenguege of the country in whiscn they serve, we 
would in time build up a linguiatic reserveiz of tremendous potential. ~ 
alae: -fhig- is merely mentioned as part of a much broader subject than - 
communi¢ations intellicenca. 

The management courses are conducted for the specific ‘purposes of < 


training individuals to fill supervisory positions within NSA. The . 


basic course of Instruction and indoctrination. contubbed by NSA for all 


new employes laste four weeks. ' Following that basie ecoursa, selected -- 
studanta undergo further instruction or training, depending upon the ~~ 


particular job which they have been selected to fill. 


During fiseal year 195), a total of 809 persons studi ad languagas 
8 - 2 9 tLe 


dn the NSA school, In addition to the students im attendante © 3% the NSA 


schook, provision has been made to permit salscted career enployeed to - 
attend urfversitiss on scholarships and fellowships in order to achieve 


aovensed training and thus increase their proficioney and value to NSA. 
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Most administrative requirements are budgeted by ths security services 


of the three military departments and military personnel are paid by a 


Approved For Release 2005/04/22? GEGREIP 86B00269R000900010001-0 


Selected civiliens of NSA also attend the National War Sollege and the 
Taduatriek Coll ege of the Armed Forne3e 

The total number of students of NSA and the three eryptologis gers 
vices who attended courses in 195 follows: 


Commenced in 195k, 


pointy to ie completed 
3 195! 
Army 
Navy 
Air Fores 
HSA 
Yotai 


The courses conducted by NSA do not duplicates these conducted by 
the three cryptologic servicsa, and oither ‘are nos available elsawhere 
or are not availabie in sueh form as to euit the neede ef NSA. The 


schools appear to be wall conductedo 


VI LOGISTICS 


The National Security Agency budgets for civilian personnel, suppliss, 


materials, equipmen’, and sone other requirements {auch as part of tha 


cost of courier service) required in direst suppo. ors of tha agencyo 


their respective devartmentdo. 


The budgeta of the three eryptologic services are all handled 
diffarantly, and it is, therefore, difficuls to make Gireet comparisons 
betugen the budgetary data of those services. The Army Sasvurity Aganey 


budgets fox civiliaa cergounel, supolies, materials, amd eguipment 


re 


¥3 


divest supvert of its cryptologic mission, but other requirements, ins 


sluding adainistraticn, comnunications, and pay of military parsome. 
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are budgeted by other elementa of the Army. ‘The Navy Seeurliy Group 


likeyise budgsts for civilian personnel, supplies, naterials, snd 


 equiprent ‘in divedt support of its eryptologic mission, bub other rae 


> 


quirements 3 snobusang. Logistical support of the cryptolegic units, ad- 


ministration, snd communisatiens- are budgeted by other Navy alaeméntss- 


For exanpla of differences detween the Army ond Navy, Arny te ad 
mits are to gone extent self suf ficient’ with tnsir own overhead and 
supcert units, while Navy eryptologie units are normally attached te | 


a 


other Navy unite which furnish the overhead and Logiatisal Support 


The Air Force Security Group budgets for a highar degree of ita opera= 


“$ions and support, ineluding 343 communicaticna and adminisizvative re= 


quirements as wall as eivilisn personnel; supplies, meteriais, and 


equipment; i; deas not budget fcr pay of military personnel. 


by, 
&S 
o 
Bs 


Tha total appropriaticns for the cryptologic ser ryices Lo. 
sare 1993, 1954, and ‘1955, end the estimated appropriations for Fiscal 


year 1956 follow: 


Fiseal Year Fiseal Year Fiseal Year Fiseal Year - 
1953 Pn ct NOON a AI iO ae 

NSA 

AFSS 

WSG 

ASA 

TotaL 

Les) £2. 


ine aporopriations for NSA; which ava digtines from ASA, are all “ne 
eluded in the Arny budget, but are condeaked thevein for securtty — 
PEASONA o 

Almost half of tha ex xoondituréa of NSA ave for its civilian payrallo © 


in view of the different accounting pragtices of the four sgencies eon 
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carned and because of the fact that many ee the costs Bre merged in . 

ober appropriations y itis extreme y difficult to determina the actual 

total cost of the COMINT effort of the Governnent, Babinates of HSA 

conclude that in the nei. guvorhood of ‘Lave expended ammahly . 25X3 


on the COMINT effort. This estimate includes the cost of nilitery and 


civilian personnel, transportation, comunicati lons» eaulpment, and 


b] 


maintenaneso 
The comptroller of NSA operates ait rac Se under the chief of Btatfo 7 


The comptroller prepares the budget and siso conducts schsdul led mane 


poxer surveys to insure ee¢onorical and equitable utilisation of persomnei. .. 


YILT ELECTRONICS INTELLIGENCE . — a? 
Blectronies intelligence, commonly known as ELDNT, has not. been © 
exactly defined to the satisfaction of all who are concer ad with io 


For the purposes of this surve;, hovever, 1% is defined to dnelude all 


édlsstronie emissions’ othsr than those which convey messages, idgas, or’: 


pictures. In the electronic field, emissicns of ELINT merga inte end 7 
overlap to a small degree the emigeions of COMINT. ELINT covers a wids eon 
“yang of weavons, including rasp 

25x11 [etc The esudy of ELINT is im its in- | 


feney and only future experirants can determine the extens of tnis 
F 


electronics field. 


A+ ns at ems: Py rg ads a ote 
AG resent time, direction over the ELINT operations of tne 


Vet 


oe 
a 


Aymy and Navy is rather loosely controlled through a small, combined 
agency called Army-Navy Electronisa Evaluation Group (ANEEG) which is co= 
a located with but entirely separate fron th Naval Security Group, to- , 


gether wlti vat of HSA, on Nebraska Aveme, NW, Washington, DeC. - The « 
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4ntersepeion of ELINT emissicna 1a carried on separately by the Army 
end Navys ANEEG 1s ecnsexned with the identification, enelyeis, evaluse 
tion, end interpretation of ihe electranie interceptions. ‘The Air forca 
ELINT operations are entirely separate; ELINT emissions are intercepted 
by y the Air Force Security Service (AFSS) with 1 headquart ters av -Kelley Air 
Fores 3ase at Sen Antonio, Texas, amd are directed and aveluated by th 
Air Force Technical Intelligence Center (ATIC) ai Wright-Patterson Air 
Fores Base, Dayton, Ohie. Some coordination of ideas and knowledge is 
obtained anong Army, Navy, and Air peice ELINT netivi bies treough a 
working grou of ‘the Joint Tachnieal Intelligence Subcommittee, Joint 

“Int telligence Group, of tha Joint Staff, but that subcommistee does nos 


 effact operational control. Soma coordination is aise achievsd thmugk 


direst contact and the interchangs of information of th ELIN? organiza=- 


25X1 


_ tions of the three ever prete (MM Blgo engaged in the imberseptiony 


analysis, ard aveluation of ELINT; there is linited coondinetion vetween 
25X1 14 the military servicea in this floldo 
There es been diseussion emong the Armed Forecss and the Defensa 

Deper tmer sitet at least eighteen months regarding nasgible Séintng to= | 
| gather, in sone form, of ELINT activities of the three armd servicass 
In: tte se dis gussions, tis interest of CIA in KLINT seems to have been 
largely, if not entirely,:ignored, although CTA anpe ees to have a. genuins 
direst. interest in ELINT operations.» The Office of =heeies Overabicns 
. Department of Defense, has: prepared a plany which was eventually cone 


the three military departren $ and the Joint Chiefs. of Staff 


curved in b sip 


ud 


"eo consolidate ELIN? analysis ac tiv it les under a single dirsetion, to 
) : Bathe 8 ae 
@ : ‘guide and coardinate the collestion of all ELINT information and to 


erovide fer optimum interaction and mutual suppert between SLINT and 
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COMDYT." Tris olen makes the Secretary of one of the military departe 
‘ments, presumably the Alr Forta, executive egare® for ths Secretary rail 
Defense. The plan contenplates implemen tation tieough a Nationad 
Seevrity Wouneil Intelligence Directive, It has rot et this writing 


_heen aoproved by tip Secretary of Defensao . 


There is some reletionship between ELIN? and COMINT Sh that it ean 
not always be readliy determined : whe Bee a given electronic intercept is 


ELINT or COMINT 5 ‘COMINT is of value in interpreting sce ELINT ard vice 


versa; and intercepé positicns for the two ars scnetines edvantageously 
co-located. For example, Air Forea Security Service positions in the 
25X1 | pave been effecting interception of ELINT and COMINT. . Umar 
standing instructions, the ELINT intercept is te be sent to ATIC through 
.PSS channels end the COMINT intercept is to be sent dirast to NSA. The 
mbercest oogitions requestet authority to turn the GCOMINT iatersept over 
to @ unit in the | __ oma they vere au trorized to turn it ever to 
the Air Foree COMINT sponn headquarters [| Tt was then learned 25X1 
‘that COMINT and ELINT intsreept were 30 intermingled on the sane tape 
recordings that it was imoracticabdle to Separate ON@Me ah another ine 
stance, ELINT intercept posit {ons initially mada little progress on their ms 
mission regarding | Wheh COMINT inter= 25) 
espt positions ‘were co-located with them, the interenangs of information 
at the site brought about definite improversnt in the ELINT intereentlone © ‘ 
The ELINT operations of the countries of are cone 
pletely integrated wlth their COMINT operations. [dS parsic 


euler with conplets integration, ara reported to hays achlevad better 
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es aluation, interpretation, and research and development of ELINT shout 


“be undar eentral direction in order to bring’ sbous the maximum use of 


“.""guggested are to create an agency ‘for this purpose (nessibly thraugh 


° ghuding ANEEG, are the lack of ‘complete coordination in such a solution 


Approvashiner aceasta alan nab na ea eR to weapons 
syatane: end because relatively little is understood sows EL NT 'and 4: its . 
capabilities at this tima, it seems reasonable that the interception of a 


f 
| 
len INT emissions should not be under ag high a degree of centralized 


iconovol as is now established for COMINT. However, the suady, ‘analysis, 


ie 


ELINT products. 


There must be an ope rating body with execubive authorliyv, ‘but its 


ga 
@. 
ie 7 
3 
% 


composition and degree cf authority have eens a wide diverg: 
opinion. AS notad above, dne’ proposal is to charge one of the military. 


lep artments with this responsibility. Other solutions which have been 


eonversion and @ilargament of ANEEG), or to utiliase an- already functions: = 


a 


ing ageaey by giving it ELINT as an additional responsibility. The only 

‘aeency gariously considered ‘for the latter purpose is NSAo The objeeticns | 
to a new agency wich would be separate from and coehudl with NSA, ime | 
between COMINT and “E Bunt exespt through USCIB in policy MALTATS y and 
the Lack of economy in personnel snd funds which would o9-inheren’ in 
the creation of a naw agency Lack of ‘consideration of CIA is‘an added . 
objection to the specific plans eeapansas Tha’ objecticns to charging 


NSA with additional rasponsibility for ELINT stem from the fear that 


ELINT, being a much enallier activity, would not receive adequate astien@ 


5 o%. i | 


tion from the Diraetor, NSA, amd his ateff, who already ere fully axe 


a 


supied in the direction of avery large agensy. There also is tm fear 


<2 tt > 


of the wilatery departments that their interests would net ba fully mt 
by an éagentdally civilim ageney suck ag NSA. They Mve a ginilar fear 
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of polisy control over ELINT by USCIB, 
The follosing considerations with regard to HSA are deemed ime 


portant. It now comprises three inajor a Jivisions = security (COMSEC), 


production (COMINT), and research and development. If a fourth d tiviaion, = 
ELINT, were added, it would require far less augnentation to the already 
operating ataff. and R and D of NSA than would bs raquired for the overs 
head of a completely separate FLINT agency, Furthermore, NSA has denen. 
atrated a responsiveness to the CON NT requirenents of the military das 
partments amd should likewise be exieeted to give full support to: the ir . - 
ELINT xequirenents as wall es the FLINT ree quirements of CIA. The ree } 
Quiremants of Cia certainly mest not ba overlookads they ds » howevar, 
require elear. definition. Although responsibility for ELINT would.une 
questionsbly Impose snotner heavy burden on the Direrter, NSA, and his 
staff, it is believed thes ELIUT would not aut ver from lack of attentions 
NSA hes now baen in cperation long enough so that the multitudinoua prea 
jems of a now organisation have bexzun to diminish in mumber and magni- 
: tude. On the other hand, the experienes of NSA in the arestion of that 
aaeiseal agency would be of inestimable volua in bringing a related mambar 
of ths electronics community inte a eoordinated national efforte 

fithough it is believed that SLINT intesrcsnt operations should ts 


\ at ‘the pressnt stage of davyalopment, be as fully integrated aa are tha 


“surrent COMINT pabercene ope? cations, 1t-ig impracticable in a survey of 
this pature to dabermine smd delineate the exact degree of integration 


or deesntraligation of intercept operations.o 
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YITT RECOMMENDATION 

|. fhe National Security Agency 1s basically well concer as wel. 

{ organiasd, and efficiently operatad. Much credit must he given to ita 
Director, whose intense inte rest and outstanding ability have greatly 
contribs ted to on bere bLOns Although attempts to discern USSR inten= 


ons eater tunately have not been suecessful, COMINT contribution te 


the intelligence effort has enabled those responsible. to better 
estimate probable coursss of enemy action, has greatly assisted in our 
_negotiasions of agreements with o' ther nations, and has provided military 


-commandera with intelligence not otherwise obtainadles. 


“" 


aK 
| Bre Wea yee s ake sa z 
The ve is need for further. exodansion of the COHINT effert and 


‘eeonony motives alone should not result in curtailing this means of in- 

.. surance cused ing an era when not only our national security but our 

: national gurrival es well may dessnd on adequata intelligence. 

The sedent oleaniaation; wherein the Director, NSA, has delegated 

} apeserdenel gontrol and responsibility for orocessing the interespt in 
soma ins tene se3 to a major cryptologic organization and in which he cone 
temolates further decentralisation as raoidly as the cryptologis elements 
in tha field are sufficiently srained and equipped, is sound in concert 

and should ba continued. 


} 
é 


Racommendation Noo L 
ER RT EE TRY Pd EY SE SIE CTI 


~ 


THAT THE NATIONAL SECURTTY COUNCIL DIRECT USCIS TO ESTASLISHA COMINT 
REQUIREMENTS IN THE LIGHT °F COMINT REALITIES AND CONSIDERATION OF 
GAPABILITIES OF OTHLR INTELLIGENCE SOURCES. THIS OPERATICNAL GUIDANCE 


™ USA SHOULD BE SO CLEAR AND SUCGISCT AS TO RSQUTRE HINittUM INTERPRETA 


SION BY ‘THE : DIRECTOR, NSA, OF WHAT IS REQUIRED AND ITS CBGREE OF 


6 
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TMPORTANCE. USCIB SHOULD BE PRIMARILY CONCERNED WITH END PRODUCTS AND 
Busi DEREGIOR 2, NSA; SHOULD DETERMINE THE BEST WAY OF PRODUCING THE END 
PRODUCT. IP USCLS FAILS AFTER A REASONA2LM LENGTH OF TIME TO PROVIDS 


v4 ORE ADER QUATE GUIDANCE TO TE Ee NSA, THEN THE LATTER SHOULD BE 


nies 


f 
¢ 


MADE A MEM3ER OF THE INTELLIGENCE 5 ADVISORY COMMITTEE, ~ “ 
NSA 49 a collector of intelligence and in some respects a producer 


as wall. The Director of MSA has not, , received the guidance which he 
Fi seealt oon o 


(APMIS OLIN A TO Paiste at PORTE 


must + have from USCIB to make his product nos useful. USCIS has not 


oo a 
dantified intelligenes Soha shich can be ‘bes® Filled by COMINT 
and has taxen Little notica of the capabilities or Limitations of NSAe 
hs Director, NSA, needa to know pat is imoortant and what is less ime 
porten’, but she eomprahensive lista of reguirsments establishsd by . 
USCIR fail to make sufficient diffe rentiation. Tus, the Directar, NSA, 
is raga 4rad to weigh one commitment against another, davida on a priore 
Ley, and oxrceram accordingly. He has not acugn tois responaibility, 
P . 


put rather, Lacking adequate guidance, has been forced to asaume Lb. 


a 


Wie task is nada eyen more diffieult because, nov being a member of the 


Intelligence Advisory Committes, ne feals sealed off fron tha Gelibera= 
é F : 


tions whieh ultimately reault in entab lishing intel Ligence raguirements 
He belisves that, since aufficiant guidance is not forthcoming from 
UCIB, a partial. reme ays at , Leas’, would bs NSA membership on the TAG. 
Thea task forces doas not believe at this tine that the yanedy is NSA 


merberanip cn bhe Intelligence Advisory Connittee. It feels, rather, 


cr 


i) a 
led te 


prover direction can be abtained through vevision of present USC 


preaadures to securs raalistie SOMINT chjectives and priorities from 


| the intelligence objectives formulated by the TAC. USCIS procedures 


should be designed to produce results rather than being concarned with 
Aporoved For Release 2005/04/22 : GIA-RDP86B00269R000900010001-0 shee 


ToP SECRET 


Approved For Release 2005/04/25" C14-RDP86B00269R000900010001-0 


@ 


implementations USCIB should also leck to tha Diractor, NSA, for atviae 
with respect te the effect of requirementa levied on MA technics al 
| sep thens Pechnical considerations involved in the NSA operation 
should not become paramount in the production of intelligences, ond, 
thersfore, the task force believes that the present composition of 
USCIB membership should renain gupstantially the sama rather ‘aut ine 
cluding communications or amet ape ctetee ys although thera is no che 
jeation to ea gabLishi ng app copeiate aub committees to adviee USCIA with 
raspect re technical matters. (Pages 5-9) 


Recommendation Noo 2 


(one THE DIRECTOR, NSA, BE GIVEN CLEARCUT DIRECTIVES WHICH WILL ENASLA eo 
ae cone aaa Le eee ee 


HOM TO MAKE MUCH GREATER AND CONTINUING EFFORT TO PRODUCE HIGH -LEVEL COM= 


mM TCATTONS ‘TNTELLIGENCE. THIS IS OF SUCH GREAT IMPORTANCE THAT HONRTART 
CONSIDERATIONS SHOULD BE WALVED AND AN EF PFORT AT LEAST EQUAL TO YHR HAx@ 
WATTAN PROJECT SHOULD BR EXHERTED A? once.) | 
NSA has not produced the anouns of high-level COMTHY concerning the 
Communist orbit which is desired by the intelligence community. The COMINT =~ 
. effort should ba directed primarily to taska for which it has a unique 4 
a eapability and NSA should not be asked to produce information of marginal | 
| valua or to duplicate umecessarily information which cen be collected 
_ bhrough lesa ovitical sources. In this respect, a major difficulty stems 
lion the intelligence agencies!’ unwillingness to accept lass day~tonday 
| anton Ligence end their insistence “hat WSA commis its efforts on those 
oh 1ases of COMINT which are inmadiately productive. The Director, NSA, hag 
an insvfficlent number of capable personnel for a maximum and embinnous 


2) effort on long-range cryptenalyaia if he attempts to satisfy all requirenen tio — 


Furthermors, he is unable to allocate enough intersept posi thons for 
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Lo 
operation against thea more important foreign traffic end at the saw 
tine fulfill all other requirements. Another important consideration is 
aa Shee fp 
Oo 


that the principal Limitation 1s not in money or machines, but rather ia 


innien brains, All possible approaches to this problem must be explored 
with the objective of ———————— 25x 
i 


jectave and must be pursued even though it might result in some reduction 


a the promotion off] ee 2) 


Recommend ation No. 3 


_ THAT ELINT AND COWINT BE INTEGRATED TO PME EXTENT OF PLACING ELINY eA 
UNDER NSA FOR ANALYSIS OF THE PRODUCT AND GUIDANCE AND OOORDINATION IN : 


THE COLLECTION AND DISSEMINATION OF ELINT. TE AUTHORIZY oF oprrationaL Su 


COMMANDERS OVER THAIR INTEGRAL ELINT RESOURCES, HOWEVER, SYOULD NOT BS 


ABRIDGED. USCIB OR THE COMBINED BOARD WHICH 15 REGOMMENDED IN THIS REPORT ) 


a“ 


fO REPLACE IT SHOULD EXERCISE ONLY POLICY CONTROL OVER ELING MAT TERS » ae 
cone 


_ Ths present separation of ELINT from COMINT aia the division of 


operations patween the Army-Navy Electronics Evaluation Group ( ANZEG) 


- and the Air Force in the ELINT field camot be justified where national 
i intelligence is conternad. The inkerens yelationship between COMINT 
aa ELINT has been recognized by every non-Conmurist country engaged in 


the collection of ELINT except the United States, and experience to 


date demonstrates that an integration of ths analyais of COMINT and ie 
ELINT produces better resulta. National and deparimental interests wild 7 — 
be. better served, and a more economics! and efficient operation will oe 
result, if ELINT is placed under HSA for malysis of ths product and 

guidanse md coordination in the collection and dissemination of ELINT. 


9 
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At the seme time, the direct interest of each of the milisary services 
ix the sroduet-o of ELINT must be aaesenteads There is a considerepla 
anoun} of ELINT which dees nat require Laboratory or ‘rear echalon® 
analysis in order to be inmediately veluadle to the military eonnander 
in the azea where the intereeption is mad@c No system of centralized 
control of analysis or collection shovid, therefore, ba pezmitted to 


coy the weesink of enh ELIN?T by the comender conesrned. The author< 


. ty of operational comanders over their integral ELINT resources 


should net be abridged. . (Pagaa ki-k5) —T 
- seomendatson Woo I wey 
THAT THE MILITARY SLRVICES AND NSA SE Nue TO SIREVE FOR A HIGHER oe 
on OF GRY PTOGRAPHIC SECURITY; THAT THE PROSL EM OF coutIRTCATTONS me 
SECURITY, INCLUDING LATIN TEXT HES SAGES AND TRAFFIC ANALYSIS OF ENCRYPTED 
MESSAGES s “BE RESTUDIED BY USCSB (OR THE COMBINED BOARD AS RECOMMENDED 
IN THIS REPORT) WITH A VIEW TOWARD REDUCING To He LOWEST PRACTICABLE 
7 LEVEL THs QUANTITY OF INFORMATION HELEASED THROUGH TELECOMMUNICATIONS: . 
| AND THAT NSC 368 BE REEXAMINED TO ASCERTAIN iF THE DIRECTOR, NSA, HAS 
SUFFICIENT AUTHORITY TO CARRY OUT HES COMSEG RESPONS ISILITIES « \ 
fre eryptographic systems used by the m2 itary and civil slemants 


of the Federal Government afford adequate security when spemeris usedo 
Tra number of probable compromises of encrypted MOSSAZSS » althougn a . re 
very small percentage of tha total number of eneryotad messages > is suf= : 
s Ffieclent to permit the possibls aequisition of intelligence by 2 foreign 
powers A much greater source of intelligence is available bo a foreign 
poe, theougn interception of a large number of plain text messages 
oricinated by military and civil interests, and traffic analysia of 


eneryoted messages 9222 ) 
Sgr aS, Bess ages: AbGRB Eas CIA. RDP86B00269R000900010001-0 
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Recommendation Noo 2 

—~ mtg A GIMGLE BOARD WITH APPROPRIATE TECHSICAL SUBCOMMITTEES HAVE . 
POLIGY GOGNIZANCE OVER COM UNTSATIONS INTELLIGENCE AND COMMUNICATIONS 
SECURT©TY. IPF THE RECOMMENDATION TO PLAGE THE EVALUATION AND ANALYSIS 


OF ELINT UNDER NSA IS ADOPTED, THEN POLICY GUIDANCE FOR ELINT AS WELL 


AS COMINT AND COMSEC SHOULD BE EXERCISED BY Til PROPOSED SINGLE BOARD. \ 


Tha desirability of the present separation of policy guidance corre 
ceming communications intelligence and communications acseurity through 
two boards is questionable sinca both functions are related aspeets of 
telscommunications. A single board having policy cognizance ovar Come | 
munications intelligence, communications sacurity, and elestronies ine 
selligenes (ELINT) would provide improved ecoordinatien end better 
dirastion of NSA and would also insure that each of thees functions ree 

_eeives proper emphasis and attention. vacause tha whole intelligsnea 

and communications security cpsrations ere so intimately related to the 
commnications-electronics field, 1% would be essential that appropriate 
subcommittees composed of .teclmically end operationally quali?iesd per= 
sonnel. be established to advise the board. Botn USCIB end USCS5 are 
substantially comprised of the same agency menbershin, although USCSB 

' also includes AEC and Treasury. Theae latter agencies, however, do not 
have as. substantial interest as the other departments and tnsir interest 
probably would ba just as well served through membership on supporting 
commitiess. (Pagas 5-9, 1922 ) 


a 


CHAP GE DEPARTMENT OF DEFENSS CARUFULLY STUDY: THE ORGANIZATIONAL 


\ STRICTURE AND PROPER POSITIONING WITHIN ITS RESPECTIVE SERVICES OF THE 
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@ THREE CRYPTOLOGIC AGENCIES ~ AFSS, ASA, AND NSG - WITH A VIEW TONARD 
IMPROVING THEIR PRESTIGE AND EFFECTIVENESS, THEREBY STRENGTHENING THEIR: 
FERSCUNEL ASSTONMENT POLICIES AND LOGISTICAL SUPPORT. \ 

. fhe success or fallura of the OOMINT oparation ultimately rests 
with the eryptologic services of the Army, Navy, ond ALz Fores. Far 
this reagon aions, the organizational structure and proper positioning 
of the ASA, NSG, and AFSS within their respective sarvicas deserve’ care< 
ful study. Moreover, in order to do an adaquate job, the cryptologica 
aervicas must be in a position prow rly to recrulé, train, and revard 

. Personnel who intend to make COMINT a career, This they cannot be ex= | 

pacted to do if they are forced to compsta with other branches of tha | 
service without having “top-level” aporeciation end support. Currently, | 
tre orgariaational. structure end positioning of the Aix Forca Seourksy 

Service seems most nearly to mest these qualifications, while the stains 
of the Navy Security Group, with a divided subordination, appears isest 


conducive to effective operation. (Page 14) : 


Recomnerndation No. 7 H 
THAT THE MILITARY SERVICES GIVE GREATER ATTENTION 10 SELECTING : : 
___ OFFICERS FOR COMINT DUTIES, ASSIGN REGULAR OR “CAREER” RESERVE OFFICERS 
TO THE MAXIMUM EXTENT POSSIBLE, INDOCTRINATE OFFICERS IN COMLYT PRIOR 
0 SENDING THEM TO COMMAND PIELD STATIONS, AND ESTABLISH CAREER OPPORTUN- 
_ITIES FoR SPECIALISTS QUAL 70 THOSE OF THE LINE OR GENERAL SERVICE OF- 
FLCERS. ROTATION AND REPLACEMENT PROCEDURES SHOULD BE IMPROVED. THE 
Ey FEASIBILITY OF USING CIVILIAN INTERCEPT OPERATORS SIOULD BE THORGUCHLY 
ESTED. , 
fi YS ALSO RECOMMENDED THAT THE CONGRESS ENACT LEGISLATION To AUTOR 
@ HE NATIONAL SECURITY AGENCY TO WIPLOY SPECIALLY QUALIFIED RETIRED MILITART 
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PERSONNEL AS PRESENTLY AUTHORIZED THE CENTRAL IN TELLIGEN CE AGENCY AND 
WITH ‘WO RESTRICTION © THE NUMBER SO EMPLOYED, SUCH LiGISLATION SRC AD 
ALSO ‘OMERTR THE SECRETARY OF DEFENSE TO ae EERTIRED OFFICERS TO ACTIVE 
DUTY WITH NSA AND HAVE THOSE OFFICERS COUNTED AGAINST THE 2 


STRENGTH OF NSA BUT NOT OF THE RESPECTIVE MILITARY SERVICES 2, 


es 


A disservice ia done to the COMINT effort by assigning officers whe 
do not have an aptitude or interest in this field; by assigning Reserve 
officars whe do not intend to serva on activa duty any longer than ree 
quired; by sending officers to comand field stations witkout firss 
training and indoctrinating them In COMINT; by not giving eunee career 
opportunities to specialists s and, lastly, by noy properly or more @ fully 
utilising retired personnel with long experienss in the orystologic 
BOPVINGS 

in She Pic gid, the tyvo big problems a6 rotation end the low rean 
lisiment rate wn 4ch cause not only breaks in continuity, but varying 
levels of efficiency. Administrative procedures should be devised whien 
would yveduce the instability and consequently lessened effect CLTENeS o 
For example, in ons station there have been at Least three almost eome 


S.% 


plete turncvers of personel during a three-year periodo In addition, 
the time laz betwaen detachment and replesanens should ¥e aporeciably 
decreases@. The weakest Link in the CUNT chain is the Intercept 
operator, due to the rapid rate of turnovers 

Although the enlisted intereept operator is doing an inadequate 
joo, tha px sposed alternative to replace him with a civilian operator 
sited potential; morsovar, 1v is likely taat many of une 


eonditiong wrdich make 14 difficult to make COMINT an attractivs career 


53 
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@ 
7 for militery personnel will not be solved through employing civilians. 


Pousioly the best s solublon is to emoloy a sufficient mmber of exper= 
denged clvilieas at the working leval to provide guidance and establisa 
standards for enlisted operators by working alongside them sv stations 
which require bolstering. The pilot operation for employment of one 
hundred civilian operators > wnich waa recently initiated by the ASA 


under NSA guidance > should be continued and carefully atudiedo, 


(Pages 27-31) 


/Reeomnsndation No. 8 wv” 
PAA? ‘THE SECRETARY CF DaPENSE GIVE FURTHER CONSIDERATION 10 THE : 


ALLOCATION OF AN APPROPRIATE NUMER OP "SUPER GRADES® AND POST TIONS 
“UNDER PU3LIC LAW 323 TO NSAg 10 THE POSSIBILITY OF FURTHER INDUCEMENTS 
| ; OR HIGHER PAY TO SELECTED CONSULTANTS; AND 1) PRIVILEGES EXTENDED 70 \ 
OL VELIAYS OVERSEAS. | 


. Phe caliber of civilians working for NSA is generally excallens » 
particularly those in the professional categories o ALL of NSA civiliay 
enployses are placed in Schedule A. Although this does not in itself 
solve all of the administrative problems created by the security reo 


a 


strictions which necocn erat surround NSA, it creates a generally satis@ 


'. factory situation, except with regord to the ellocation of “super grades" 
and positions under Publie Lew 313 which NSA should have. Neither the 
Department of Defenses nor the Civil Service Cormission has assumed full 
responsibility for the allocation of such grades to NSA, but each has 
allocated aome super gradeso NSA is in a less advantageous position 
than the Atomie Energy Conmission in the employment of scientific ecn= 
sultants, sinse the sontee agency is eble to give them higher paye NSA 


eivilian personnel who are staticned overseas should, in general, enjoy 
Approved For Release 2005/04/22 : CIA;RDP&6B00269R000900010001 - -0 
OP SECRET 


Toe é acts ie 
Approved For Release 2005/04/92 : CIA-RDP86B00269R000900010001-0 


the sana seve as, or "fringe benePita," as Centzval Intellicenca 
Agensy of cbher government employees In the seme areas (Pages 3203)) 


smondation Noo 9 


yf 


FUNCTIONS OF INTELLIGENCE LIAISON DETACHMENTS WITH NSA, ESTABLISH UNIBORM 


THAT USCIB OR ITS SUCCESSOR ad4RD CLARIFY THE O83 ECTLIVES AN 


PROCEDURES TO JE FOLLOWED BY :UCH DETACHMENTS IN THEIR RELATIONSHIP 
WITH THAT AGENCY, AND SPECIFY MAXIMUM NUMBERS OF PERSONVEL TO BE ASSIGNED 
FOR LIAISON DUTIES AFTER EXAWINING THE EXTENT | OF INTREST OF BACH DE 


PARTMENT OR AGENCY CONCERNED, INTELLIGENCE PHRSONNEL ASSIGNED TO 


~ - 
LIAISON DUTY WITH NSA SHOULD BE REQUIRED TO ATTEND AN rE TRSN A AOY \ : 
/ 
- COURSE CONDUCTED BY NSA. ; Cer 


Rach of the principal vesipients of COMINT, i.oeo, the intelligence 
organizations of the States Asmy, Navy, and Air Force Dovartments and 
OLA, maintaing a liaison dotachnent with NSA. These detachments, 
‘particularly those of the thres military services, heve groom inte 
large operating organizations and a better understanding of the proper 

relationship between these groves and NSA is naadedo Current frictions 
at the working levels of NSA and the liaison datasiments stem A tareeny 
_ Prom nisunderstandings whieh in turn are attributebis sonawnat to 
eompartnantation, but more to ignoranca of the respective needs and 


problema of NSA and the intellicenta ageneleso 


Persennel assigned to liaison duty at NSA should not only be highly 
gesnuievase ond informed in otis ie iis nactmiquas, pub shonld have an 
asoreciation of COMINT techniques az wel 1o This can ba accomplished and 

a hatter relationship established if 1t were made mendatory for those 
seleeted for liaison duty t attend an tus oget ia eee courses conducted 


by toe NSA0 Ta addition, USCIS should, after study, define the functions as 
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expected to be performed by liaison detachments end the purpos3s for which 


those detachments are established. Tha numbers of personnel assigned to 


and probably could be reduced following’ elerification of tre mission 


and description of duties (Pages 15~17) 
\ : 
Recommend ation No. 10 


q THAT NSA AND THE THREE CRYPTOLOGIC SERVICES GIVE GREATER EMPHASIS rol 
D, AND CONTINUE TO DEVELOP MUTUAL COOPERATION IN, IMPROVING THE | 
TECHNICAL FEATURES OF INTERCEPE STATIONS» 

In order to attain maximum efficiency in commmications intereept, / 
greater considsration should be given to enginesring and technical 
ee of ee Although the problem is recognined by NSA and tre 

72 eryptologis services » willateral actions to influence bota station 
locations end layouts have evidently been handicapped by insufficient is 
appreciation or understarding of soma requirenents by headquarters am : 
field commands, especially in the earlier years of davelopmentse NSA | 
has only comparatively recently given consideration to these phases of 
COMING » NSA should step up ite efforts in thia Hield, in cooperation 
‘with the eryptologic services. (Page 13) 

Recommendation Noa po ; 

| pHAy'MORE THOROUGH PERIODIC REINVESTIGATIONS OF PERSOWIEL BE MADE. vw 


f 
i 


PARTICULAR EFFORT SHOULD BE CONCENTRATED ON PERSONS CCCUPYING THE pan 


SENSITIVE POSTTTONS. 


a aene encloses mamanemabenn tears ewer ae oh 


fhe security procedures followed by NSA sre adequate with tha ex= 
esotion of pericdle reinvestigations to determing if persona previously 
2 sertified as having clear records have not in the interin bscome securk ty 


risks. The security retords, including a National Jgeney Check, ara 
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reviewed at five-year intervals, but complete field rel ipeetieaeee 


have not been made at such intervals. Meany of those employsd by 5 
ava engaged in rudimentary tasks which, together with the coapartmantat ion 


that is the rule, would prevent them trom aaniousiy compromising the 

afforto In the highest echelens, a much greater Imowledge of the COMING ; 
operation is rsquired and people sdeieyine thess positions, conzequently, : 
would be able to greatly injure our national security in the evant they 
became security risks. In the task of chacking all personnel avery fod 


yeares the solution might be to establish which positions ara the Most. 


sensit tive and give first priority to the recheck of parsons occupying 


such positic O18 y with lower priority to those in leas sensitive positions. 


(Pages 222k) 


‘ Reeommendation. Noe 12 


THAT THE DIRECTOR, NSA, BE GIVEN AUTHORITL To INSPect THE SE SRVICE Le ; 
GRYPTOLOGIC SCHOOLS AND MAKE AOPROPRIATE RECOMMENDATIONS FOR IMPROVEMENT , 
WHERE COMINT IS APFECTED. : 7 

The Director, NSA, has placed great emphasis on sducation and | 
training of NSA employees. The curriculum at the NSA scnook is oriented 

military 
tovard COMINT and does not duplicate courses conducted by the / Bervicea. . 
MSA dees not conduct insoections of the crystologie schools of the sere- 
vices and doas nct have specific authority to ae 206 tr NSA is accorded : 


the opportunity to inspest such schools and make peteuinastisne. it 


is possible that improvements leading toward elimination of urmmeeessary 
phases of training and concentration on more important subjects could 


Sp SN he co ot 


-" 
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ist Indersemers 


vo; Tho Chairmen, Commission on Organisation of the Executive 
Branch of the Government, Washingtn 25, Do Go May » 19550 


The task force has reviewed with interest Part a of APPENDIX I 


| and coneurs with the recomendations contained therein. Ths importance 
of the adoption of Recommend ation No. 2 is especially emphasized: . 


this is believed to ba vital to the intelligence efforto 


Mark Wo Clark, Chairmen ; 
Task Foree on Intelligence Activitiea 


57a 
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Communications Intelligence 
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National Security Agency 
National Sseurity Couneit 
Navy Security Group 


Office of Special Operations, Department of Defence 
Special Security Officer 


United States Commmications Intelligence Board 

United States Communications Intelligence Board 
Executiva Conmittae 

United States Communications Security Board 

United States Communications Security Board 
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COMMUNICATIONS AND ELECTROvICS IN 
SU2PORT OF INTELLIGENCE ACTIVITIES 


I INTRODUCTION 


that the effectiveness of the whole national intelligence opsration 

was dependent to a hign degree on adequate and dependable communications. 

sad electronics support. Ths importanes of this can be appreciated : 
better vhen it is realized that (a) there are more then[ | midatary _25x3 
and [| _]eiwitians ° for a total of spproxinately[ |= directly : 25X3 
or indireethy invelvad in the overall communications end electronics Sa 
effers in supports of intelligence, (b) this comunleations amd eiustenés 


guopert is costing approximately, (c) tha total 25X3 


valve of installations and military equipment especially assigned or 


-availabie to facilitate utilisation of communications and electronics 


in support of intelligence is in the order of $300 million, and (4) 
realistie forecasting, based upon past experience, makes i% elear that 
in the next national emergency the tobal demande of all activities = 
both military and eivil © for communications-electronics services 
will far exceed available resources. Obvieusly,it is important that ua 
lnow now if these sonmunic ations gad elactroniss efforts are properly 
planned, coordinated, and effectively utilised to mass not only peaseo 
%ima needs, bus also those anticipated under the stress of a nationgl 
amergency. Accordingly, 16 was determined to make a spacial survey of 
the communications-electronicsa phases of the intelligence activities 
problema 
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TI SCOPE OF THE SURVET 

Because of the eomplexity of the communications and eleebronigs : 
Bituation in terms of basic similarities and relationships in the 
technical operations versus wide differences in the objectives and 
aseurity aspects of whe operations > i% was deemsd in the interest of 
simplicity te examine the problem in two general directions: 

Fivs$: To develop information as to what major types of comunica> 
sions-electronies effort are essential to aupport the overall intelli- 
genge operations. | | 


Seeond: To develop information with respect to controlling factors 


 yelated to these various types, directly affecting their operational 


efficiency. Some of the more important are: (a) reqnirenents for 


narmal type point-tespoin’ communications and how they are geverated, 
planned, processed, and provided; (») raquiranents for special or wrasual 
electronic operationa intended to assist intelligence by interception 
of radiated signals, either in the regular communications field or in 


the non-communications field 3 (ec) adaquasy and dependability of the 


‘Pacilitiss available and planned for peacetime end waxtims operations; 


(a) ecordination in the planning snd operation of the facilities; (e) 
any umeeessary duplications; (£) disaster plans for key installationa; 
(zg) adequacy of national comunications security plans ad operations 3 
and (h) research and development programs operating to improve tha 
wubiliaation of sommmicatbions and electronics in support of the intelite 
ganse agtivyitiess 

The survey was made by ong staff member added to the task fores 


late in January 1955. - Tha information is based primarily upon visits 
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te and di inenss ion with a ad of the Telecommunication Planning 
Commitvee.of & ne Office of Defens a Mobilisation, tre Join’ Conmmmnicze 
sions-Blectronica Committee (JCEC) of the Joint Chiefs of Staff, Army, 
Navy; Air Fores, National Security Agency (NSA), Amy Security Agency 


(ASA), Army-Navy Electronics Evaluation Group (ANEEG), Air Force 


Security Service (AFSS) » Central IntelLigense Agency (CIA), and the 
State Hepartmnts: Wisile the quick survey prodused broad information on 
sone apparent weaknesses in the plang and operations, tine did not par= 
mit su®ficien’s fo LLowup of disenssion and visite to clarify properly 
many of the points developed, nor % bo compare actual oper rations: “4a ‘he 
field with the deseriptions of ths aioniad and setual operations obtained. 
from the "homs office.” Several items need much further examination cr 
at least detailad spo chs ela in order that ths conclusions and xecome 
nendations get Forth in this report may be confirmed or revised to ne 
the ° true. aL wuation, es daveloped by the more detailed examination. 

This report is ‘Limited to the survey of the technical phases of | 
she communications and elestronics problem. No attempt has been mse. 
to determine the validity of the basis or pure intelligence oo jeativas 
or requirements» which then generate the requirements for ths eommunicse 


tions-electroniss faci lit tLe o 


Ba § TYPES oF COMMUNICATIONS AND ELECTRONICS SULPORT 

The overall intelligence operation, with ths recessarily associated 
security features, corgiats essentially of five steps. These five atans 
and the related comnunications-electronics aspacss are shown belows 

1, Production or Collection of Information. This involves ratio 
interception, radio direction ginding,|_SS~«S*«é i ali 25X1 
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Sores of radio signals which may be raduced %o literal tent, plus direst 
battlefield surveillance by electronic means to cbtain information fron 
signals whieh do not reduce to literal texto | 
Bo Assenbly of Information for Evaluation. Mueh of the ed 


material obtained from the electronic mems indicated above, as well 


as certain other source meterial collected in the field by other means, 
must be sent back to tha various evaluaticn centers at home and overe 
82a3 oan eee normal radio end telegraph point-to-point’ eonmurication 
‘ehanneals. The demand for this type of communications will increase con= 
siderably in time of national emergency. It involves worldwida ¢con= 


— munications o 


3. Evaluation or Analysis. The most advenced and highly complex 
modern electronics equipment is now being enployed at the evaluation 
centers to speed up the attainment of results mi te exploit many 
enalytical possibilitiesa which were not possible several years ago 

Lo Dissemination. The product of the evaluation, ic@oy thea in- 
telligence derived from the analysis, must be gent out promptly to the 
various usara in widely separated Iccations. This also involves world= 
wide point-toepoins sommunications. 

5» Communications Security. Blectronically-operated eryptographis 
equioment used to insure shat the information being transmitted from 


” 


point to poins over our various communications facilities is not divulged 
to unauthorised peraons cr nation3o - 

Broadly then, from the communicatlons-electronics viawpoins, there 
ava Four general types of eperatlona involved. These ars: 


Lo Standard typs point-to-point commmications. ( COMMUNICATIONS }o 
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2a special communications intelligence operations (C.MINT), with 
4a field (intercast) vhase and the evaluation phasea 

4, Electronics intelligense operations {BLIND}, elso wish a fisla 
Manter cept) phage and an evaluation phases 

ie Communications security operationa (COMSEC), affecting all 


pointetespoint communications operat.loza o 


It should be noted that all four types are directly related to 
standard commudioations in terms of technical overatiens and procedures, 
equipnents, training of personnal, researan end development aspects, 
and, moat of all - to be effective = they require eentraliaed contrel 


mith effective decentralized operations» 


TY REQUIREMENTS 

In each agency surveyed, the generation, evaluation or sereshing, 
and procurement of services to meet the requirenente tolcsed the sae 
pattem. Ths basic communications and electronics roquirenents stem 
from intelligence requirements establisisd by NSC er USCIB. (These 
i 
i 
} 


are not veing aet up properly to pemit effective utilisation by te 


| communi Ucations-slectronies “prganigation 4 in 1 developing the maximum 

a end eléctrenica potential for gathering ined isenda. \ 
_ Efforts are now in precéss in USCIB to improva the setting forta of % thea i. 
‘basic requirements.) These basle requirements ars then daveslened in 

detail by the plannera of the various intelligence agsncies. Usually 

at this point the communicatere oF ‘special cemunic ations-electronics 
edvyisera join the planning effort. The communications md electron iea 


featwres of the olen ave then prepared ecncurrently with the basic plano 
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Requests are made, whenever this is emsidered feasible, on ons 


of une ei Lang go vernnent communications se eviees to provide point=ta= 
pouns vormmunica’ tions servicess For example, NSA presents its pointets= 
point es onmunications requirenent tg © bo th mediate and on & ae ad 


forecast basis = to the JCS who then (rough ICE c) allocate responsie 


bility eor providing the required service to ons oF more of the military 
services. CIA operates on a somewhat similar ekraiieonan’. erespt thas oo 
CIA deals directly with the different military Ser Ee es each of whom for | . 
security reasons, has cenenetes a special Liaison officer to handle CIA - 4 
TEaueRtse In special cases, where the eee services do not have avathe 
ais facilities, CIA provides its own, or leases fanilities from ona of the 
Sone conmunieations compantos o An exenple of this is where crA has 
installed, operates, end maintains a special long=- Lins overseas radio cir 
cult to the South and leases submarine cable facilities to Eiwope. State 
Department also leases commercial channels to Europs to reinforce fanili- 
tes fumished to State by the military networks o 
The denands for point-to-point communications services of the Army, - 
Navy, and Air Foree intelligence activities are realistically sereenad 
by the chiefs of the respectivs conmunications services, to determine 
validity, technical soundness, and a best to meet the demenda. The 
_ CIA Director of Communications sereens the demands for CIA end then 
ptesents them directly to the Army, Navy, or Ale Forse for supply of 
services The Army, Navy, and Air Foree do not challenga the regnesta 
from NSA or the elvil intelligence agendies ‘unless they are unable to 
meet them, in which cass they will try to adjust the damand against what 
& is available, or arrange through the Sesretary of Defense or the request= 


ing ageney Loar additions 49 be made to thelr military facilities to meat 
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tha requirements. NSA establishes 449 own denands ed then presenta 
them to JCS, who do not challenge or examine the justification for the 


requizerant, but tey to furnish by allocation of responsibility for 
q F) y 3 


' guenishing the service to the Army, Navy, end Aly Forse. IS the JG 


are unable to furnish, they try to adjust by negotiation of will plan 
with the military services 2nd the Sseretary of Defenae for sdditions 
to the military networks to meet the NSA demands Generally, this 
method of handling the mqulrements and the resultant arrangenens far 
provision of point-te-point communications services represent B go> 


ordinated, sensible way to deal with the problem, except for ons antec 


There is room for improvement with respect to insurenéea of economy 


and realiam in the development of CIA and NSA pointeto-point communic em 
wiona requiréments - at least in principie - if these requzrenenta 
ave to have the benefit of objective evaluation by an authority other 


than tha actual operating authority. Teehmically qualified authority, 


not involved in the aetual operation, should raview and eamens to ths 


departrent heads or direstors conearned on any major cr special tyne 
eommunications or electronics proposals of intelligence aganecies to ine 
aura that they are basically sound end realistic. Whsnever possible, 
these facilities should be provided from existing services or Zacilitiese. 
Thig would provide a suitable enack on any future temlencisa to go 
Pluxurioug™ neces got unrealistic in the fase ef anticipated sonditions 
likely to exist in the general comnunications~-elecstroniss effort in 
yartines Ib would appear that the Joint Chiefs of Staff with ite 
exieting JCEG group of highly experienced end technically qualified 


persomel could effectively provide this particular advisory services 


7 
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no provision for an cbjective technical review of the basic comunicae 
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for gach agencles in a manner that would be in the best interests of 
wie Cevraynmense This could bs done by direction of the Seeretery of 
Defense for NSA. It could be done thraigh the Secretary of Defense, 
at the vequest of any intelligence group at USCIS level, for activities 
not a part of the Department of Defenses 

The requirements problen celated er the developing,. processing, 
reviewing, and implementation of communications and electronics plans 
in support of communications intel] ae md communications security 


areas appears defective in two major aspects: (a) there appears to ba 


ee ee on 


tiona snd electronics requirements plen generated fran the admittedly 


ee ue 
Ne Ba ag 


unsatisfactory USCIB atatement of basic or pure intelligence require= 
ments, and (b) there appears to be no effective provision for an ob= 
jective technical review of the eemunications and electronics squipe 
ments, facilities, and personnel requirements developed fran (a). It 
Bhould he noted that wrereas most of the point-to-point communications 
requirements have the benefit of some technical guidance from the 
military communications services - although this is purely aimed at 
ubiliging to the maximum existing facilities md does not touch the 
basic or initial justification of the need for the sarvice - in the 
area of special communications intelligence and commnicatims security, 
the intelligence activities sat up theiy ou requirements in tarms of 
persemei, equipment, nd funda. (This is primarily an NSA area, 

with NSA baing directly supperted by ASA in te Asmyy NSG in the Navy, 
and AFSS in the Air Forea.) For exenpla: develoorent of requirments 


4 the COMINT effort for intercept positions. This involves Bush 


factors as (a) operated by all foreign governments 
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on a worldwide basis, (b) number of 

(ce) whieh Linka should bs fully guarded 

jn peacetime, (d)how many additional Hinks anticipated in wartira, 

{o) what chafiges and additions in coverage to be made in wartime, (f) 
when, where, and by whom the selected Linka can best, be covered, (g) 
duration of coverags. Every one of tose ouestions involves fundamental 


coamunications and radio problems. Every ons is related to the total 


wartime communications and slectronies eapabs. lity in the Aagat of sati= 


mated avatlable resourtes, Should the number of “ Sntereceot pesai tions 


in peacetime be ~25X3 


25X3 


Lvery position involves higaly trained perseomsl, complex a excensivea 


equicnent, effective engineering guidanca in location and sratellaticns » 
It clearly is prover that those with CO} HINT y responsibility chovld develop 
the basic plan to includs setting ‘up the requirenents in terms of pare 
sonnel and equipment to meat the requireamentse It is of the greatest 


importance that guch a plan ~ such sigsable reqiuirarents + receive the 


benefit of review by the best qualified group available with suitable 


ae. overational axperionce in the communications Melas ts (a) determing 


the overall realism of the plan, (b) determing its soundnesa from tim 
technical viewpoint, (c) see if it aakes full usage of available mesma, 


(d) determine the impact of the plan on the overall communications and 


2 ix) 


electronics requirements for all Federal operations in time of emergencyo 


it 4g stressed that thesa com-umicationas intelligence and communications. 
security field operaticns are today, and in the future will be, mainly 


military operations. They cannot be measured mainly on elivilig 


. 
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“norms,” whieh do not necessarily apply to military operations. They 


should vot be measured in overenthusiasn of intelligence persomel who - 
obviously do not sppreciate some of the long-range implications or signi- 


fiecanes of this communications and electronics "means." It ig not da- 


| finitely concluded from this brief survey that inappropriate, or umscessary, 


or uneconomical demands are being made and implemented in this area, 


but there are certain clear signs that (a) there already are some une 


necessary duplications of effort occurring, and (>) sous of the thinking 
end operational objectives verge on wishful thinking, tend to ignore 
realities, md may require radical changes in times of sneaceneys Ths 
definite eonelusion ig that some effective plan should be set up 80 

that those st high levels and vequired to make polley decisions would 
seak out and have availabis to ‘Gis the saves erd guidanes of those 
whe have a wealth of know-how, those who can give them an unblased, ob= 
jective evaluation of proposals, these whe will most likely in the 
final analysis make the overall communications end electronics nilitary 


plan Work o The chiefs of the military communications services, we 


Director of JCEC of the JCS, end thelr staffs contain a wealth of kneve 


now, based upon experience. It is not clear thet such aivice and guide 
eee hava been sought out o¢ effectively used by those at high level 
dealing with this highly technical aid expensive face% of intelligerns 


one rations » 


V ADEQUACY AND RELIABILITY oF POINT=TO-POINT COMMUNICATIONS PACTLITIES 
For veacatime, there exists a comprehensive, integrated network of 
communications both in the United States and to all imports overseas 


areas, especially where military forses are stationed, that is ecmsidered 
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both adequate and reliable to mest the requiremen ts of the whole U.S. 
intelligence comunity 

Por wartime, there may be more facilities actually avallabie tian 
at vresent, but the reliability faotor will become a matter of ma jou 


CONCSEN o 


29X11 
25X1 Lee 


~~) 


to cause 


considerable disruption of both the strategic long-line radio circuits 


and the short-haul tactical circultso Additionally, there will be the 
(a) heavy traffic loads normal to wartime operations , (b) normal atmos- 
pheric jnterruotions, and (¢) pericds when. combat eberationsl priority 
demands will require yeadjustment and allocation of all available long 


ling cireuits. In such a situation, the extensive and well-integrated 


facilities, will be able to move traffic over exterlal Lengehaul a 
but this will involve mich sereunne of traft ic, rearrangement of chro 
evuits, am heavy utilisation of eommon-user feellities. The serious 
uappheeens be imtelligence operations are cbviouws. The antidote is 
msarhmann eoordination and integration of pyar sticieadt sctronics 
planning in peacstlms o | 
. There is clear warming here to all intelligence agoneles not to 
get too dependent on equipnent which may require spe celal full-time chan 
nolgo ‘Chia relates directly to soma of the present and planmed communica 
tions security equipment requiring numerous “on-line” full-time channala. 
for example, in the United States, cn overseas links and within overseas — 
theaters, ths Air Pores now operates more than ome hundred “oneline® 
& eshennels, NSA haa sene se ie ja the vee S area aloneo Heat of 


these are operating over ‘Land-lnee emi some are opersted in the overseas 
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channala. However, many "onelins® ehannels within the overseas 
theaters davolve land-line circuits obtained from lecal civil conmunica= 

- 3 ‘, > ee o { 
sions companies. ‘The availability of thase facilities in an emergency 
: i 


eannot be guaranteed, sines they are nos guider U. S. contrel end wils 


be avojeet to both sabotage and possible enemy action. Gererally) 


the chances are many of these channals will be lost to the intelligences 
activities. ‘Tis means there may be wholesale shuffling of comnunicae 


tions arrangements, with heavy devendense on tommoneuser aystens, just 


when the facilities ara mest needed. ALL of this emphasizes the necd ( 
of effectively marrying day-to-day training and operations to the 
realities of a wartime situation; i.eo, ba sure the intelligenes ashivic \ 


ties ean operate effectively on what Js evallable. I4 is not too clear 


Fen tat a OO 


that such vealiem governs operations in some of the inte2Ligenes AReNCLAGo 
Ong of the major factors in >Finging anaue éependabillity in over= 
all conmunicationa is the capability of rerouting traffie in emsergencias- 
or because of manemade or natural interferensa. This eapability of 
“getting the massage througn® 4s dependent to s high ésgree on affectivs 
integration of various comunicaticns netvorks and the necessary 
ptandardizad operational. procedures so that the setting up of special 


eirenits or the passing of trafiie over any avyailabie facility eam be 


ae 


dona in 2 routings fashicn. This situation exists t a rien dogres in 
the worldwide networks of the Army, Navy, ad Air Foreae They are ine 
proving their capabilities in this direction every day by improved oepere 
ational practices, with tested new equipments and additions t© the 


syatems' eepacities and roubingso 


fra major leng=-Line communications netucrks w. shin the United States 
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However, these facilities could be seriously affeeted by strike action, 


: delinerate sabotage, or by ineffective operation of priorities md 
controle of personnel to restore assentiak national gonmunications sacs 
vices promptly to key intelligence activities in wartime or in casa of 
dis astere- 

A% Ghia time, the intelligence activities obtain their requires 
ments from the existing and well-integrated military and civil networks | 
for overseas sommumications. They have access to the world's best 
commmnicatLons facilities within tha Us So borders. Tha intelligence 
activities are relinforsing their overseas fecilities cbtained fran 
the military by leasing circuits Leon comnercial communications 
companies whenever the military are unable to meet the denands. This 
arrangement is basically sound, economical, and certelniy in the bast 


a 


interest of the Government. Is this area, there are times whon wa 


a 


‘saver beavers" or the “euplre builders" denand expansive éyp3 clrouits | 
for their own special purpeses. Any such sendencies should ‘be resisted 
fimiy. That is why there is need for an effective and realistic 
gereening of all requirements for ‘eoamenie ations garvices to uncover 
promptly any demande for what may be called “luxury sexvices.” 


The present arrangements provide the maxinuwa in obteining edequate = | 


and dependable communications services amd facilities for the 
national intelligence agencies at the minimun nest to the Governmen’. 


They provide reasonable assurances that the adequacy ard depemde= 


% 


| 
\ 
\ 


evrengonents should be continued. Any attempt to set up separate come 


= 


ability con be maintaimad im tlie of nati ash emergency. Tress 
@ munications systems or facilities, which duplicate existing facilities 
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| * a 
i be vigoroushy resistedo 


YI COMMUNICATIONS INTELLIGENCE (GOMINT) 

Tha Direster, NSA, operating directly under ‘ne Sacratary of 
Defense, is responsible for the effective plaming for and utllization 
of availabis communications intell igense eollestion and processing re- 
aources ‘of the United States to meet Uo. S. intslligentes requirements. 
NSCID No. 9 establishes USCIB and designates the Secratery of Defense 
ag the executive agent. The Seeratary of Defense has delegated this 
full responsibility to NSA, } 

7 = ie Communications and electronica ogerations are the major “nb ans 
available to carry out this poaione ‘The raguirensnss generated Dy 
USCIS Statenent af ¢ Requirensnts end restated by NSA plenners are complex, 
covering several facets of communications» Thay are large in qumtibies 

_ when meagnred. in communications services, scuipments, mic create be 
orecata the sadicnents Essentially, they require rapidity of POEM ee 
points sonmunications, asility to transmit all messages over such aya tomes 
encrypted, and necessary exclusivaouse channeis to permit such trans | 
misslonyo | 

fhe present plan, whereby the Army, Navy, and Air Forse provide 
the majority of the communications serviess and the units te operate in 
the field the NSA intercept and direction-finding (DF) missions, is an 
effective end resliatic way to ieee the problem. ‘Ths whole NSA field 
operation, related closely as it is to canmmic ations, has certain in= 


haran? characteristies of comunicationa. For exampis: (a) thee principle 


of centralized control necessary to any efficient siseable commmications 
network ig obviously nesced in the NSA operations; NSA hes thiao (6) De= 
Ms 
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cantralized operations with dus regard to Leeal area pliuations and 
ability to operate with maxinum effleiency in time of major emergency; 
WSA has thia only in pars. Since ita overseas customers area eseentially 
military, Lt hes certain crinciples of cormeni also involved. The 
Director, HSA, 1s aware of this od ia noving toaard hetter decentral= © 
igation. Such decentralisation will be helpful in times of nasional, 
disaster or in case of ware 

ft was noted that a new school for special type eauioment for 
intercept of radio teletype signals was being get up in California by 
the Air Fores. ‘Thea Navy expscts tw parbicipsies | 

From the national interest viewpoint and in the interest of econony 
in use of resources, every effort should be mada to insure that NSA 
utilises to the maximum all avallable facilities, cervicas, end eguipe 
ments rather than bevone involved in setting up aay duplicate or 


parallel arrangennts » 


VIX ELECTRONICS INTELLIGENCE (ELIET) 

KLINT ~ that part of the intelligence effort which doais with te 
interception of electronic emissions or Big yale now carrying regular 
‘communications ~ is a comparatively new aap ae of the intelligence $Oatio 

Tt has evolved over the past few years from the pioneering of the 
military services who have a high interest: in radiating signals which 

may be related to electronic devices or equipments used for guiding 
missiles, or for energising electronie equipments which are being used es” 
voapons. Sueh Informa tioa ja most Bellptul in loeating and unmasking 
“onomy of fansiva operations. These things exe real, vitals and of im- 


wadiata concern to the military services. the Amy and Navy have 4 


15 
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joint arrangement wherein tha raw materiel intereepts are enalyaad ab 


a central point. Any product of this analysis is cistributed to the 


neve anne smnanange ienyannenaratttaatneseen tint name 


theee services snd to NSA. The Air Foroa is operating independently, 


bub dees maintain Liaison - not believad to be very effective = with the 


Amy nd Navy, Their malysia is being dena, first, In overseas 


theaters, and, secondly, -25X3 


~ 25X3 


There igs need for an organization with a central authority te 
bring akout a much better coordination in the ove rath pianning, overall. 
operations and analysis of tha raw materials, and then to insurs that 
there is full dissemination and proper ubiliaabion of the peoduet. The 
absence of such an arrengoment com trloutes to duplication C affort is 
some areas while important gaps could be present in others, Any plan 
which would result in the setting up of a serntral author ty for ELINT 
shovld include full consideration of the very inmediats and direct ine 
tereat of the military services in this particular fislds Such plan 
‘should ‘insure control ef electronic sountermeasures (ECM), a tactical 
weapon to the military commanders concernado 

A pay to eorrest this situation, generally agreed to within the 
military servicas, has been under discussion at JCS, Defense, and CIA 
level for several months. There is need for decision end implementing 
actlotio 


VILL COMMUNI CATIONS SECURITY {COMSEC) 


f 


Commmicetions security, &8 disevssed herein, relates to measures 


taken to pyotect, from unauthorised persons classified info mat ion 
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tqwansaltted via electrical meas from pointetospoint. It partaing ta 


ergo eeeeane aysiens, eryptogrep hic equipment, and 


os 


eryptograshic onary. 
ational procedures . 
ReGuere oii a for axfacviva communications security in the ened 
Sistas has been | placed by NSC on USCSB. USCSB, in turn, has delegated 
the Feeeonsiet te ty to the Secretary of Defense aa the exeoutivea agar 


to take all necessary actions. The Secretary of Defense has designated 


NSA as the agency responsible for supplying necessary materials (equipmen 


and systema) end for ne¢essary technical guidante with yeapect to while 
igation of the materials by tke various departments and agentiea. Ths 
departments and agencies ars responsible Lor - communications secur Lig 
operatiox a3, This 13 considered a feasible and an effentive arrangeiante 


WSA dees in fact develop, mamfactura, snd distribute, on a Whole» 


gale basis, eryotographie systems, as required, to ali govermions agane 


cieso NSA develops and reocures all needed manual or electronically 
operated eryptograpnic uionent and, aS necessary, anutaeuines within 
NSA certain essential parts of these equipments. ‘They are then issued 


with necessary operating instructiona on a wholesale basis to government 


agengles. Additionally, specified securliy violations involying possible 


somoromiss of eryptographis systems are reported to NSA where it is 
deteminad by carerul evalustion if an astwal compromises of a system has 
ecurnsd, how setious it may be, anid what corrective action should ba 


taken, Departments eid agencies concerned are promi pily notified af 


corrective action nesded, Corxrractive acticns are then taxen by the deo 


“ 


; 4 we ta pie a y mi fin ys, 8 as yt 8 Sle pane 
sarthonts concemeds (Sscurity is a command funstaonm in tne mitivery 


a7 
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CIA and State ee ae aks oad. agulpments provided by 
WSs. thoy alee produce certain special. endag for thelr cum use. Thera 
exist Liaison with NSA on these to insure adequacy of ssewity being | 
davelovads 


There exist code3 which permit wo vldwide exchange of infomation 


on a secure basis betwaen the various U. S. dene riments and intelligence 
agericleSo 
N54, CIA, end State Department all indicate stockpiles af some Peo 
serve onus: ionens and eabesesete:e yetems, at iocaticns well out of target 
sveaa, for emergency usa. NSA felt its equipment reserve might not be 
adequate for a major nationel. energency of Ey real duration since it 
is unable to procure these Guipments - which require months. of lead 
tine ~ except to meet specifie requirements o 


Raports of possible a eeaiea ia sompronises, directly related ; 


to comummications intelligence operations, during the poriod Marsh 1,, 
195. to February 28, 1955, showed a tobal of 15330 (Aneluding 850 


possible eryptogrannic) errors in ereisiniseion, 260 messages icst or 


cen eneg eens (ON Me teres, 


pa eaee 


i miaplaced, amd 220 possible communications intel) igenra eoupranaaess 
.- | Further careful evaluation of ‘the situation indicated the probability 


that only tuo of theea.compromises ware considerad to endanger currant 


ox future operations, end these two for less then four days. This would 


indicate a generally gocd situation in this par ticular aveao Ths 
majority of these gecuriby violations are dus to human erroras Base 
in gurn, te dos to the great turnover of pers sonnel, espaciaily in the 
WilLiary Servicsao 


Tt should be noted that the above figures ave limited to possible 


conozentaos of communications intelligence (NSA) traffic, whicn is 
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eonsidered the most sensitive and provides a high percentage of the 


tobe. encrypted traffic carried over the worldwide militery neitsorkso - 
fo get a true overall picture af the general communications (eryptoe 
graphie) security situation, figures affecting the handling of coded 


traffie by the major networks in all arenas ard for other customers oF 


activities must be considered. Specific figures were not availabia 


from eit agencies, but broad figures o sained from JCEC of the. Joint 
Chiefs of Staff indicate the general situation for a period of ayproz@~ 
/ , i 


imately one year, insofar as the Army, Navy, end Air Pores operations 


are coneermed, to bs substantially as Lal Agus: 
< : 2 


1. Number of messages serrt 790,000" 
2. Number of chances for sesurlty viole= me 
tion ia handling messages in le 3,950,000" 
30 Security vlolations considered ef aut) 
ficiently serious nature actually to 
endanger cryptographic sssurity 3) 


Feem the svove, 1% apgears that (a) the overall communic ations 


(eryptographic) security situation Is very good and (bo) with full 


A EAECIRT ISCO LARLY 


REY ERIE TTT PES PET 


OPI he A LESLEY EO ESDP AE 


 phis figure dees not include (a) miltiple eddress type messages 
requiring utilization of more than one crypto system and (b) additional 
messages developing from breakdown of long messages into several for 
ease in transmission. These additions would add epproximately ten 
peresnt to the above for a tobal of about 870,G00 messageBe 

8 Complete transmission ineludas five hendlings or chances for 
erypto sonurisy violation: (1) eneryption, (2) sending, (3) reeaiving, 
(h) dearyatien, (5) handling at aay BtALOTS o 

ag 
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recognition of the fact that even a single violation may result in a 
conpromisa of a exrypto system ox in giving ve muaele jnfornstion to a 
potential enemy, nevertheless realism in tarms af number of serious 
_seeui rity violations (8) measured against aunber of ehunees for Sistas 
tions (3,930,000) makes it sopear that no major -ghangs or corrective 
action is needed at this. time. The continued vigorous implenentation 


of, the present programs should adequately meas’ the situations 


Tt is atressed that all of the aoove deala with comiainic ations 


secur aty in terms of cryptographic Systems, & evyptograg his equipment , and. 
cryptographic operational procedu vedo It does not portein to the much - 
proader field of massages gant in elear text over military neworks oF 


RY 


over eLvil networks by ordet of the sender. These often include val fable 


5 
; 
} 
Hy 
i 


information of assistance to the enemys This situation, da conbras ab Seer 


i 


to the exyptographle area, appears quite weak. This probien is not 
under the communicators control. The operation axtends beyond the 
military service. It needs attention at NSC levels 
; x RELATE “SHIP OF COMMUN ICATEONS 4 COMMUNICATIONS INTELLIGENCE, AND 
ELECTRONICS INTELLIGENCE * 
One of the most effective, if not the most effective, means of 
getting information is via electronis reade, In 1ts simplest, most 


usad, and basic form, this is interceotion of electro-magnetic ar radio 


| 
| 
| 


signals regardlesa of whether they are being used to carry information 
§ioe., messages) or to contsol equipment or weapons (Lote, vedaro[ | 
£ this is so, then maxinun Know-how and experiences availaple in 

the radio area should ba brought in support of the wheie COMINT=ELINT 


ohSproved PUY Relies ROBB dia2" Chk “RBME68 SBd2GeeB08000 0001-0 pep Se See 
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“4m overations, training, research and development, and especially in 
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related to this oy ype operation ere the cqmmnunicators, especially tacse 
in the military serviceso 
It is of righ importance that the: effort not be handisapged by 


organiaat vena concepts whieh tend to separate the OOM {INT end ELINT 


i 
H 
operaticns from communicators wae can help in attaining maximum results | 


providing technically qualified personnel to assist in operatiaas. Such 
help will be of greatest importance in time of emergancye 


On the other hand, since the operational objectives of those com- 
a i 


nunieatora operating in the intelligence field is quite different 
from the Stand ard commmication chjectivea, it is apparent th hat there 
mey woll be a need for a spe elak service diveoted to the aoselial che 


jective. But any such plen snould keep clearly in mind the technical 


Qu 


fundamentals involved. To insure that maxinum effectiveness ia tems 
ox economy in utilization of parsomel, equipme mb, and facilities, a2 
well as the available potential, is achieved, ali organigsetional axl : 
jie Gabional concepts should include full participation and coordination 
of the maximun lmowehow available. Any attenps to Separate er duplicate 
in these areas should be vigorously reais’ tedo 

The tendeney to place non-commnications parsonnel in key command 
and staff positions, where the operation is coneemed mainly with eane 
munications end electronics, is detrimental, to the effors in terns of 
‘lest momentum while new personnel are reseiving the venear coating of 
instr ruotion to £4% them for assignments involving nen ‘Gemmieai-e 


2 non a mae AS ake ant 
siderations, end the understand able umillingnecs of many cf une coos 


fy 
2 
ra 


most exceriensed technical communications type personnel to work 


on such a team at lower operating positions and without much hope of 
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attaining the higher positions. Authori ti ies, comumders, and starr 
offiesrs ab posts involving de elai ons and policy making on communics= 
sors and electronics matters should be assured that they pasa such 
policies and decisions on sound, realistic imov-how, usually avallabie 
to shem on call from those in their respective services or oper atl.ons o 
They should assure thenselves cf the technical competence of those ade 
vising them or the sources of the advice on masters heavily weighed - 
with communications and electronics imolicationss It is stressed that 
tress comments aoe Ly to the communications and electronics tecimical 
facats. They do not relate to the need in those organizations far 
analysts tell gence pereconnel, etéo | 

It sogears that there is a real need for much better apprecia’ Sion 
at top ley rels in the whole intelligence comunity = both clvyil at 
military - for the dependence of intal ligencs sctivities for sucesss 
on adequate mid dependable commumications and electronics support, to 


‘appreciate better the magnitude of a eommunications-electronissa operas 


tions ia supoert of intelligenss, and the potential of sommunications= 


eleetronics to meet some of 4 the collection problems which appear to be 


» 


almost insoluble by other meaiso 
This developmert of a better appreciation might be secomplished 
by a carefully integrated, effective aie of instrixtion to be 
given to aslected ksy personnel at top levels in all departrents who 
ara involved in intelligenes operations, end incorporated in the 
courses at the several governmental colleges such as the National War 


College, Industrial College, State Den artment seheols, ete. The course 


should ba broad enough so that it could bea given to anyons with a 
& g 


Seerat or higher security clearanceo 
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Another step an the direction of improving this situation would bs 


a 


to whilige much move affectively the wealth of know-how and experisnes 
available in the JCEC of the Joint Chiats of Staff as advisers en alk 
communications end electronics facets related to intelligence Proposals o 
For exanpls, the Secretary of Defense, Pe haar end especially 
civilian staff menbers at the Secretaries’ level, pon eRON et Whth : 
problems pertaining to military communications or ela pemcat es, should 
ingure that the JCEC coments - military and technical - are availabe 
to then to assist in arriving at proper decisiona, Thea JCEC is partie 
cularly well qualizied to puegyeY steos to be teken to resolva cone 


partieular 
flicts as Hig peace sie with respect to placement of responsibil ities 


on the various agencies for provision of communis ations-sleetronica 


facilities end fer further sxploitation of possible naw metho to usa 


samanieations and electrenies te imoreve our overe@li intelligenes 


# 


operaticnso 


X RESEARCH AND DEVELOPMENT PROGRAM 
The research and davelopment program in support of special com= 
comnunieatiors intelligence operations and communications security 
activities is conducted under direction of NSA. It is considered to | 
be well organiged, ably directed, and generally very effective in ine | 
suring the superiority of United States equipment over Aer er aquin= \ 
ment of other nations. To inswree that.its program is anetsat st of the 
‘Latest selentifie developments in the world, NSA has organized the 
National Seeurity Agensy Scientific Advisory Board which has’ on isa 


meni: ership oubstending leaders in the scientific warkd in those area’ 


jn whieh activities of the agency fall, In edditicn to the tatent on 


Approved For Release 2005/04/22 - Gls BPP86B00269R000900010001-0 


a os peal 


ee nee POS 0 


Raa es 


TOP SECRET 
Approved For Release 2005/04/22 : CIA-RDP86B00269R000900010001-0 


this board, WSA has a staff of top level consultants mad experta es a 
variety of fields who participate in the research, development, and 
production programa to lend their knowledge and experience. Projects 
and atudies in progress include, Lor exemple, speech security programs, 
mathematical techniques related to or; sb0 principles, eis stronic 
techniques for incorporation of now principles into compact, secures 
reliable aquipaant, special equipment md tecmigues for intercept 
operations » end many others. 

Although the benefits and nssistanca of casearch and developnent 
afforta of the Army, Navy, and Ale Forse, and civil comminications= 
ele cteonics developments are brought ta the support af the efforts, thore 
are indications that overemphasia on security by NSA personnel restricts 
the real potential available for this source, ond may permit expensive 7 
Simsowasting duplication of effort. (Sea page 27) 

ihe research and development effort in support of the elactronics \ 


intelligence operations has very capable potential support available 


from the research md development affarta of each of the three sexvices . 
and , undoubtedly, can be kelped by the NSA research and davelopmant ef} 
fort. However y there 4g need for better coordination in aveluating i 
the whole problem and in ceordinating and allocating responsibliities : 


to pormit more effective progress of this effort. 


KL DUPLICATIONS | 


tha survey diaclesad four general areas of actual or protb.he 


duvlication: 
L. Operations. tn the operatioua within the lergar relay and, 


s¥ 


commuieationa centers, both in the United States end ovarsaas. Ursier 


hy 
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2 the present plans, it seems that there may be unnecessary Ciplication 


of eryotograpii.s operation ak personnel end cuplicatica af equipment 

- ond maintenance mea. There Is a growing tendency for intel lisems 
acbivities and agencies - primarily HSA = to becene involved in this: 
type of atrictly conmmmica tions service on the basis of need for ine 
creased speed of delivery of traffic and because of special security 
features pertaining to their traffic. NSA is now planning to as 

- Cantralized COMINT Communications Genter (occa) relay operations. 


Automatic switching equipment = sn important phament of this systen - 


4s just being tested on lmd~lins cireulta within the USA. It haa nob 
yet been teated on radio Links. | Such relay centers, as Sesitate ons 
tities, are not likely to be aveilebie for at least eighteen months. 
T% may be three to five years before netyors operations will be 
practicals These are basic point-to-point conmmications matters wh ieh 
skould be handled by those responsiole Lor cosmunications. (Ls ia under- 
stood that NSA actually would prefar the military comunications ser 
vices to operate part of such a system, at least initisliy.) Ix NSA 
gets into this field, not only unnecessary duplication of effort will 
result, bub if the eal NSA relay centers are physically separated from 
the larger major relay centers, they simply are inviting trouble in < 
times of emargency when they will have to fall back on the major military fs 
networks for hslp. When this happens, it will be much better to have os 
‘the maximum of point-teepoint communications conbro 2 under direct on 
vision of those rasponsibie for opsrating the basic ideadtvetibes | 
systems. “ha enthusiashic desires of NSA end others Zot catatien cir) 
delivery time of messages is commandable and should be a target Lor all 
to abtain. The military ab all conmand and ataff levels should insure © 
3 25 a ig 
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or oper suport to their rescec tive communications services 50 thet they 
nay provide suc ch servi ce for P NSA, ara all. other eustomers, a8 goon 83 


vracticables ou actiton vould decrease the growing to tendency tevard 


x 


duplications Actual ii ¥p it should produse much more dependable servies 
to the intelligence agencies in wartime o a 

20  Teakninge ‘The re are evidences | of possible S Saptteations in the 
aiies efforts within the separate miLit bary Bervices, especi ally as it 
pertains to the vasie training of Sepeannel to be used in special 
electronics cr communications security fields. (This observation applies 
to training within individuel ¢ services» It is agreed 4n principle that 
communica tlons and dldetranite training should be dene by each service 
because of variations in many of the operations al asoects dete, Aray = 


and stations » Navy - > at sea, Air Foree ~ in 1 planes.) For exanphs, the 


‘Army singe before World War I, has operated excell ent schools for traane= 


ing Morse code and CH (continuous wave) operators, « or other special tye 
radionan, end fullecale officers conmunt.c ations coursesa “Recently, the 
ASA (Arey part of SA) began opera ting at another Hocations and is 
gradually expanding what ao cears “to be saneratty duplicate coursese 

In officers courses totaling approximately 1, Heje) hours. more than 1,0 0co 
hours are subjects ee it appears could easily be tawie snd equally 
well - at the es tablished Signal Officers Scneeus A fow special ine 
structors or a tean £ from ASA cena thea come in aunt provide instruc tion 
coe the balance of 400 neure: A sindlar site tion exists With respect 
$9 courses for traiaing adie intersept operate OP Bo Wintle aiditionsl 
space is needed ae the ‘nev location, ma SPAL p feeilities » ard Kaave 


how seem to be Satiabie: to cover these courses ats tn 8 existing Signa. 
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schoois. (It was noted that the Alr Vorce appeara to bs using @f- 


5 


fectively available facilities for basle ageciaList training of their 


4 


radio intvercaps ocerators at Keesler Aie Force Bass.) It appears that 
ove difficulty here way be a formula and method of setting up these 
training efforts, where steff officers ~ not technically qualified = 
are making deciaions based on a socalled HOS (Military Occupational 
Specialty) without realising the technical implications involved in 
the specialties. 

30° Research sod Develoonento There is a very real possioility 
that duplication is occurring in thia area dva mainly te overemphasleing 
the security factors on a piecs of aquigment as such and on the state- 
mans of technizal requirements in terms of tecoanieal characteristics 
and technical objectives. In such a slimatlon, considerable dusiieation 
of effort could occur simply because those who already had done work 
in the particular araa,or who may even have thea complete snawar, did not 
know the problem was a matter of active inherest to NS!. There should 
be a distinction batwean the piece of equipment as such esd the spe oific 
operational oojactive for which tha aquipmen® js nesded. This aituat ion 
does not appear to be from top level policy, but atena from aeeaeas. 
scisntiousness at the working Level. where the motto sometimes appeara 
to be, if in doubt, settle on top ereclal sacurityo 

ho Roguirenents. The absenane of an affective end cojectiva w= 
biased veview of the basic communications and slectronics requiranents - 
to include justification therefor - by a well-informed, technically and 
operationally experienced group not involved in the actual intelligence 


ogeration, cbyiously opens tha door te unnecessary duplications and 
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and extravagant or inefficient utilization of the always critically 
sha: -% communications end electronics resourcss. Such situations could 
easily develop from onthusiastic, woll intentioned efforts to attain 
objectives > but where available 4nformation ema objective viawpoint 
heve not bean funty, utilized. Overemphasis of sesurit 7 or danands for 
priority of requirementa should not ba allowed te foster such a defent 
in basic controls. This brief survey did not permit a proper oxploras 
ion of this matter. 

This whole avea needs datailed mid objective study by qualified 
and exparienced tachnical personnel to insura that thera are mo unnate- 
essary Guplications of effort in our psacetine operations and that 
operations are geared realistically to ths wartine sitiatioa. Any re- 
arrangement of oxisting operational ac tivities © 1d raaponelo li ities 
would have to be done very carefully to avoid interruption of sagendi e 


traffic, especially with raspsct to operations end training. 


MIT DISASTER PLANS 

fhe key commujications-electronics facilities to support the majar 
part of the intel jigence collection and evalusbion effort are Located 
dirsstly in one of the highly publicized and obvious nuclear wespoa | 
target aveag; i.e., Washingt, D.C. These facilities ars ths foal. 
points for the xeception of apecially coded COMINT type traffic from 
all parts of the world. They contain the heart of the daye-toeday 
operations fron waich the communications-electronics information is ob- 
tolred to keep current the national iatelligence estimates of the world 
situation. In time of national emergency, they bacome of the bighes% 
dnpor tance » 
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Healistic planning applied to these facilities should be the sane 

AS aophied to any other key military iastallebion on which eonsiderable 
dspandence ia pl. aced when = aabional SEE ey occurs, This should 
provide as tha absolute minimum thet in case of disaater or heavy . 
sabotage there are alternate Locations definitely agraad on3 that the 
Nacessary rarer installations of betas aaa end connecting commnica- 
tion facilities have been made snd tested in these Locations; that key 
communications, electronics, and endlyticel oersonnel are darinet ¥ 
instructed as to what thay are to do in case of a need to move to these 
nay locations. Additionally, tha satellite or related intelLiganse comm 
munications anstallations should have a clear understanding of the 
broad disaster plan, one particularly what ac ~iona of responsibilities 
may fall to them in such an emergency. Furtnsr, it st nowle he 4 gundac 
mental policy that the plenning of any addi: tional oritisal inteliligancs 
4nstallations Givrastly into known target areas, would be avoided. 

Tre preliminary examination of this problem indicated that in case 
of disaster: 

1. NSA had originally plamed to move its operations to the Univer- 
ity a? Marylendc area. This particular plen has baen overtaken by re- 
cant davelopmenta with rvospect to target arees and is no longer ron= 
sidered satisfactory. A new plen has heen adopted to move the major 

_gommunications intelligences activities of USA from the city of Washington 
x0 Fo. Meade, Maryland. implementation of this plan has startads Your 
evar, i+ will not be completed Lor nearly ‘yo years, i should be ex- 
podited, NBA has initiated plaming of an aAltemate location for the 
®t. Meade installation, but advizes that they have been unable to date 
he feted ast grosuent with zespensibl Le government planning agencies as ta 
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whava theix mow alternate location - aftez thay move their main effort 
“oa Ehe Honda ~ could be aituated. 

Tt was further indicated by NSA that soma of the expansive and 
hord~to-repLacs Lined plent type of electronics equipment would be ready 
for use in a possible alternate Location in the Midwest within a mabcer 
of tyo or three months. Additional standard typa IBM equipment, to be 
procured later, would also ba utilized In the naw SSatupo 

The present plan of the Diractor, NSA, to ascentralise ceaytain of 
his evaluation effort directly to the overseas the atera might compensate 
to soma dagrae for the lors of production facilities in the Washington 
areas Implementation of this dacantralization is’ just starting. It 
should bs expedited and it will need to be on a basis of voalism aa to: - 
what may hagpen in the particular overseas area ° 

Tha interim thinking of HSA ssems to be that if their main factii- 
tios ware lost, then the AFSS facility in Sean Antonio could carry some 
of the inmediately essential part of their load until WA could resume 
operations elsawhara. . 

Tt appears that the AYSS facility at Sen Antonio might ba able to 
carry approximately ten to twenty percent of the HSA lead, provided 
that they were given some additional equipment and were reinforced by 
qualified enalytical personel. However, the AFSS commander states 
that he does not kmow of this plan. (This raises the queation as to 
hows wall coordinated and integrated these disaster plans are at this 
tiws.o) He further pointed out that the AFSS olternate arrangement calls 
ing their operations in case of disaster to one af their 
amaller cpsrating units on the West Coast. Ths West Coast installaticcs 


30 
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would ba able te hendle only a small part of the present APSS leads in 


4 


4% is intended mainly as an albeznata headquarters for AFSS until 


AVSS eould ba reorgonized. 


he ot 


Although the above situation essentially concerns communications iIn- 


Sg ORR WA IEPA LG OS ETT 


telligencs, commurications electronics, andconmmunications security installe=_ 


blons, gtandard type point-to-point communications in these locations are 
also involved. It is probable that the stondard type communications ~ 
provided the main line circuits ara madd availleble at the alternate Lona 
tions end rerouting plans are rea@y in advances - could be put back Inte 


operation fairly quickly. | 


ba current disaster plaming situation with respacs to the key com 
facilities 

munications intell igenca/is not good. this eoplisa aneciv¥ically to the 
concentration of the major part of the highly speclaliced clectronica 
avaluation equipments in the heart of thea acmitted target aress, They 
could bs lost in one quice disaster. Further, there ig no alternate 
seem kionieat fatisfactorily set up and ready to carry part af the load 
immediately, in case ct disaster. tt would be monthe before normal ope vaq 
ticna could ba resumed. There is need for prompt, comprehensive, and coe | 
ordinated planning to insure that all agencies know what to do ee the 
probebie dis aster conditions. All such plana should inoura realinass of 
some altemate facility to take over. These plans should ba known to 
ali kay membera of each activity and to heads of other activitiea of 


the intolligence community. 


_KIII cONcLUSIONS 


Conclusion No. i 
BEE AEE SON Oo st 


There is a need for a more realistic atatement of requirerants from 
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yscig (or the Combined Intell igence Board recommended aa a replacement) 


to the intelligeme agencies concerned with comaunications or electronics 


intelligence capabilities, so that comunieations and electronics resources 


available to auch agencies nay ba batter directed on sultable targets 
and to permis better exploitation of the potential of this mans of pro- 
ducing intelligence. (Pegs 5) 

Gon¢Lusion Noo 2 : 


a 


Tachnically qualified authority - not Involved in the action ovara- 


ion ~ should cbjectively review and comment to the Combined Intell lgens 4 


Board” or to the depar tent heads or directors concemad, on any major or 
special type communica tions or electronics proposal af intelligence agen~ 
eiga tq insure that they ave basically sound, realistic, pz raparly coordin- 
atad, and have been SoruMTA TAS, with doe regard to scanciay and exis ting 
facilitiea, This spplies particularly to commnications aixi electronics 
raquLroments as davaloped by CIA and NSA. Beceusea of ths direct relatlon- 
ship to national defense and the security aspscts of these operations, and, 


ainca a high percentage of the operation 4a accomplinhed by the military, 


4% vould appear that the military services (JCEC ) might best be qualified — 


and aquipped to provide, on requent, this review snd advisory services 
(Page 7) 
Conckusion No» 3 

Ths preaent baaie arrangement whereby the intelligence activities 


obtain their point-to-point communications services fron exis ting ZOvern= 


menSol. communications services, or by leasing of commercial services 


rather 4 Shan operating @ the Le OFMy is sound. (Paga 1 43) 


Pe ae SA a LEE iD 


“EEF GSCIS and USCSB are combined 23 suggested Ja Part 1 1 of this 


. Appandizx. Otherwise, repors % o USC» 
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& Gonciusion Noo hk 
| Th is nob clear that full utilization of existing facilities, par@- 
sonnel, equipment, and know-how is standard practice with respect to com 
munications intelligence and communicatlons security operations. This 
situation is ralabed to the tendency to overenphasize geome of the ‘sscurLty 
aspects. The policy in these areas, with dee consideration of essential 
security aspects, should fundamentally be the same es for point-to-point 
communications sapere: 4.060, maximum utilization of existing facilities. 
(Pages 8-9). | . 
Conclusion No. 5 
Polnt=-to-peint communications facilities appear quite adequate and 
veliable to meet peacatine reguizaments of ms intelligenss activities. 
(Paga 10) 
Conclusion No. 6 
T% is doubtful that the point-to-point communications facilities will 
be sufficiently adscuate or reliable to meet all the forasseable warbine 
raquirements. This wartime situation will directly affeat the availabilisy 
of syacial, full-time channels required to permit utilisation of some cf 
the communications seourity squipment being used extensively in peacetime 
end planed for extended use in wartina» ffective wartine communication 
will requiss extenaive recourses 49 Meonmon-user" facilities. Planing 
of facilities and day-to-day operational practices should include a full 


appreciation of these wartine regiities, ‘Page 11) 
oneueece Noo 7 , aa 
Trere is good evidence available to indicate that PP 3 


25X3 


This capability probably will imcreasa in effactivensss in 


Approved For Release 2005/04/22 : CIA-RDP86B00269R000900010001-0 
TOP SHGRET 


Approved For Release 2005/@#/2 23CHX-RDP86B00269R000900010001-0 


\ 

. . 6 
, i 

| 


goes ono A&B a rasult, communications and electronics efforts in suppers 
of jatelligenve wlll be Givectly and adversely affected, FPlenning muss 


jnelude vealietie consideration of this Panter. (Page 11) 


Tne present basic arrangement » which places full operational control 
responsibility for communications {ntelligence on the National Security 
Agency, is sound. However, it appears that further decentralization of 
this Seer contre) gould Ane 
prove the overall operational effectiveness, not eau y tachnieally, but 
particularly in times of naticmal omergency- (Pages Lh-15) 

Conej.usion Noo 2 

The present plan covering the orgadization of the slectbronics intel- 
Pisence coeration is definitely « ak from the technical operating Viewer 
poses As pragently orgmiced, the potential of this means of collecting 
intelligence is no} being exploited properly. Thare is need for an ef=_ 
fective coordina ting aaxbnorl ty» Planning and discussicn? on this subject 
have been in progress at dspartment level for several months. Because of | 


* 


the direct importence of this means ‘af intelligence tha military, ARLES 
| man’ should be reached quickly and diractives issued to bring about ite 
rasded coordination to develop this potential. (Pegea 15-16) | 
Conclusion Wo. 10 


Rmergency or disaster plans for the key conmunications-electronics 


activities in support of intelligences - especially of the National, 


Security Agency in the J. 5. arvaa ~- are considered generally weak. NSA 
is in process of moving its mein dmateliation to a better seaetion; bas 


the process needs to be expedited. WSA is searching for mother alternate 


3h 
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lecation md needs more effective he Ip from Federal. authorities charged 
with all seatien of such iccations. There is naed for more positivs, 
prompt, comprensn sive, and capnaivineea plaming in this area, since 
affects the whole notional intelligences cowmunity. (Pages 2&- 51) 

Conclusion Noe 11 

The U. S. telecommunications security (cryptographic) effort appears 
to be well organized, well operated, md.to afford edequate security» Tt 
ig centrally controlled as to equipment and sya toms with decentralization — 
af operations to ‘the various departments and aganciss. fhe total sunrber 
of comaunie ations eryptographic security violations, compared to chances 
for security violations, is very low. The numer of actual compromisaa, 
based upon expert evaluation, ie extremely lev» There are active, contin= 


nous, weld Superyised programs of instruction and inapection in the egan= 


ae 


“ 


cies, with effective reporting procedures almid at further improving the 
overall cryptographic security operation. | 

There is a definitely weak telecomimications secur ity area with 
HEapeey to the transmiasion of clear text messages, sometines eee 
information of value to the enemy end ordered sent in the clear by the 
genders. This involves both governrant end civil agencies. It raflects 
in telecommmications operations, but is not under the control of tele= 
communications eutterities. This area should ba examined by the National 
Security Council. (Pages 16-20) 
Goncluason No. 12 

Yassarcha ond development efforts to produce now eormmunicationa and 
alactronica equipmens and teenmiquea jn support of spacial intelligence 


and communications security activities are vigorous and considered very 
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efvastive. The benefits of research end development by the aray, Mavy, 


hie Fores, and industry in the general commanlcations-slectronias field — 
ava alsa Suive, integrated in the research ao wcsvel ooment prcgram, Ona — ° 
fazet neads abtention; see Conclusion Noo 13- heeee: 23~2)1) 

 Gonclusion No. 13 

Phere are eufficient signa to indicate ths need for coreful, coordin=- 

ated, end objective study of present and Mevelop-ne duplicaticns of effort 
in ie following areas: (a) operation of separats tape re lay centers in 
intelligsnee activities when such service exists end can er could be 
provided with aone modification by the regular military communications 

- gezvicea; (bo) establishment of certain additional courses amd separate . 
training facilities Yor communicaticna and electronics type operational 
personnel within the respective military services, whon the fanilitisa, 
and eeuecially the know-how, for the major past of euah coursas could 
be provided from existing facilities within those sarvices; (c) tendency 
to oyerenphasize security in dealing with research = devaloomiat equine 
mens and techniques of a communications oF 18 etron. ies | nature ad intended 


for special type intelligence operations. Unnesassary duplication in these eS 


areas in peavetime can lead to umecessarily higa cost in wartine, nok 


only finencially, but also in wastaga of critically needed technisal 


manpower ond highly technical aguiomant. Jt is stressed that this prop len 
should ba oxaained by personnel combining emeidareabls operational amar=- 
jence and technical know-how in the communications end alectronies FiGids. 
fhe onky existing agency found which might provide on effective, unbiased 
ecvice in this field waa tha dvoint Conmmnications-Electronics Comnittes 


of the Joint Chiefs of Starz. (Pages 2h-28) 
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Congiuaton Noo ib 

Fhave havea been unsesnly leng delays In reaching agromRents oF 
soma of the proposala submitted to higher euthority from responaibls 
operation levels and which are needed to make the electronics effort in 
support of the intelligence activities more effective, (Exanple: the 
proposal. for organization of the alectronics intelligence operation, ) 
‘fhie aopeara to stem from difficulties in getting agreement within the 
military garvices on certein aspects of various problems, lack of suf~ 
ficient authority in the Joint Chiefs of Staff to make command decisions 
in theag matters where agroenent is difficult, and the obvious lack of 
adequats and suitable typee of field snd overational experiences by some 
2 of the wilitary and civilian authorities whe are trying w deal, with 
; these highly tachnical and specialized preblems containing ieportant mili- 
tary command and operational aapects. High level clvilien authori ties 
have accsas 0 very competent and rasponsible personnel in their organizae- 
tions, with long experience in these areas, but 1% is not clear that such 


counssl is required, sought, or properly used. (Pages 16, 23) 


XT RECOMMENDATIONS 


. 2 6 
Racommandation No. 1 


.) That an Intelligence Commuications and Bl. clronies Subsommities . 
(ICES) to the Combined Intelligenca Hoard be established to review and 


produce recommendatlons ‘wo the Combined Intelligence Board with respect 


S saanahemeetior 


sa ger be SAA 30 TEE AE NEN HEIN PER EDT FW SS EIS ET TCO IEEE LIPSENSE LID TLE LET TE EILEEN 


* Phia zsaumea that USCIB and TSCSB have been. combined into a single 
board, as proposed elsewhare in this report. 
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to all cowmunications and elactronics proposals from intelligence activi= 
ties uliien call for facilities, equipments, or additional pergzonnel which 
cemot be dotmined from sdating resources; sid to supply technical advice 
to the Combined Intelligense Board on such matters as they may request. 
Proposed composition and tarms of reference ave show in Annex I attached 
harate o ae 
Recommendation Noo 2 

That more effective wse be made within the Dapartment of Defense of 
‘a igh potential value and know~how svailable in the Joint Communica 
+ionaeKleutronics Committee of the Joint Chiefs of Staff to deal wa. th 
communications and electronics problems related to the prosd intelligence 
‘field. Responsibility ahoula ba placed on that group for reviewing sad 
commenting on communications nad electronics requirements that the 
Nabionel Security Agency considers necessary to meet the intelligence 
objectives, md the denands being placed by NSA on the ape cial sommunicatias 
end electronica groups in the military services under NSA operational. goll~ . 
trols and for submitting recommendations to the Seeretary of Defense on ways 
ea and means to insure maximum coordination and effectiveness in the overall 
: communications and electronics affort in support of intellLigemes 


‘Retommandation No. 3 


That more effective technical advice be injected into the USGIB dew . 
’ Liberations to permit development of more npeetiee statements of the a 
intelligences abjeottras to be accomplished by commmications or elactrenics 
means. (See Recommendation Noo 1.) 

Recommendation No. kh 


That the present basic policy for the provision of point-to-point 
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communications sexvices to intelligence comunity activities Prem exist 
ing soveramentel or civil communications services be continued. Treat 
any abtenpt $o set up separate, duplicate, ‘or paralleling point-to-point 
commnications facilities BS: authorised only when the necessity therefor 
nas been Pully reviewed and agreed to by the Intel 3 igance Somunic ations 
and LlLeotronics Babeonmssiee recommenced in Recomendation Noo 1 above. 


> 


Racammendation Noo 5 : 
That a basic policy of utilising axis ting facilities, sarvices, and 
seuiniene to the maximum degrees ba soplied wherever it is determined to be 
technically feasible in thea COMIN, ELINT, and COMSEC operations. This 
applies particularly to certain aspecta of the technical training phases, 
operational procedures, aad Logistics. That exces tans to this policy be 
authorized only when the necessity therefor has been fully reviewed and 
agreed to by the Intelligence Communications and Klectronics Subcom’! bes 
raconmended in Recommendation No. 1 sbovas 
Recommendation No. & . ’ | 
That any arrangements with respect to contralised emtrol of ELINT 
give adequate consideration to the inmediate and vital interest ox the 
military in this field and the nead to keep isckronte countermeasures 
(BCH) - a tacticel weapon - clearly under military operational control. 
Recommondation Noo 7 eet 
That all obenting and operation of communicationa sand electronics 
efforts in support of intelligence activities include full consideration 
of the folleving to meet national emergency condi tions 3 
ao Day-to-day operation and training be based on vaalign in Light 
of the situation and facilities expected to be available in time of war 


or national emergency. ‘This applies in a spacial manner to planning 
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opevations to be effective in case of heavy jamming opsrationz. 
», Key intelligence installations, served by coat tly, hard= to-veplacs 


electronics egquionent and associated vecorda be located outside established 


ed 


tarrab preag. That these installations have integrated plans for national 


Mp 


3 
E 


emergency or disaster operations. That ‘ell agmcies involyad in planning 
new, alternate, or emergency locations for Federal agencies ermedite action 


to essist NSA in ite current efforts to obtain a auivable site. 


Go Panding secomplishment of 6., that effective interim Gis aster plans 
be develosed promptly for each key intelligenco instellation to include 
as a minimum (1) alternate site, (2) installed md tested mininum equipment, - 
with necessary basic records st the alternate eite, and (3) adequate kniowe 2 os 
ledge of disaster plans by key persounel. 
Recommendation No. 8 


ASAT RASS US POT EINE 


That the present basic communications (eryotegraphis) semurity plan, 
prcvit ding for centralised control with effective decentralization of opera- 
tions, ba continued; that each agency and service maintain effective ino 
spsction and vigorous training programa to reduce to the miniinum dues 
eeaanie operational security violatlons. 

Recomeadation Now 9 

. That NSC determine ways end means to control more effectively release 
of valvabls intelligence to potential enemies via clear text messages being 
“trenamitted over government end civil communication networks o 
Racommendation No. 10 

That the general tendency within the commmications intelligence and 
ths communications sseucity aganoies to overenphagize the special security 
facets of their operations with respect to basic communicaticns sr 
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electronica features be examined objactively and comprehensively by 
competent, technically qualified authority to inaure that such ovex~ 
anphasis is not producing unnecassary daplicaticn of facliiciss and 
dperations in peacetine which will grow to’ comple toly urireal istic figares 
in vartine, and producing a syatem which may fail in om enolgency because 
ib will eanuiie onptaenanie readjustment of basie operationsl practices 
at a critical time. (This service could be sceomplishad by the subcommivtioe 
nropesed in Recommendation No. 1 above.) . 
SPECIAL RECOMMENDATION 
THAT, THE PRESIDENT SET UP A SPECIAL COMMISSION COMPOS? OF TEGINI- 
CALLY QUALIFIED CIVIL AND MILITARY COMMUNICATIONS 2D ELECTRONICS REPRE@ 
SENTATIVES - 13 SURVEY AND PRODUCE RECOMMENDATIONS AS TO WATS AND MEANS 
tT INSURE THE MORE EFFECTIVE UTILIZATION OF ALL COMMUNICARIONS AND 
ELECTROWICS RESOURCES OF THE UNITED STATES IN THE NATIONAL DITERESTS UV 
CASE Of WAR OR NATIONAL EMERGENCY. . eo . 
| During the survey of intelligence activities, it soon became evident 
thas the effectiveness of the whole national intelligence opsration waa 
“ Gependent to a high degree on adequate and dependable communications ard 
"electronics aupport, both civil and military. In view of the importance 
; of intelligence operations to the natlonal security, it is important that 
we know now if these communications and electronics facilities are pro- 
_perly planned, coordinated, and effectively utilized to meet act only 
 Deacatine needs, but also anbicipated needs Likely to develop umer the 
' gtress of a national emergency. hecordingly, it was determined to make 
_a spacial survey of the cowmunications-electronics phases of the intelli- 


ganca activities problem. 


4 
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Although the time available permitted only a very brief survay of 
his broad and complex arca, the ultuation eppeared to os esseivtlally az 
follows: 
ao Gommunications and electronics constitute vital meas for tha 
collection, transniseion, snd dissemination of Uo 5. intelligence in our 
present worldwide situation. Properly utilized, these means are of high 
. potential value now» As the art develops, the means will increase in 
potential value > | 
bo In peacetime, coummications facilities end services evallable to- 
the intelligence activities are considered atequate amd relisble. In 
wartdine 5 ib appears that there will not de sufficient conmunications facil- 
ities to meet adequately ami dependably ali national demends, including 
intelligence activities. There 18 need in this area for Imorovemertt ah 
high level in coordination nd integration of planning: for amsergency 
axbensive 
overation. This will jnvo lvef coordination betieen the eclvil and military 
operational groups. | 
so Operational experiense snd rsalistic foravasts of combined Owe 
munications and electronics requirements for the next national emergeny 
make i% abundantly clear now that there are insufficient somnunications 
and electronics yesources in terme of equipment aid trained personnel to 
meet all these demmds, 1% is imperative that firna pians be devwlopad 
‘promptly to insure maximum ragulta from the total communications and 
dlectronies resources available» a 2 
d. Fh is importent that the commmications and electronics means be 
veady for ves when the eaergency secure, vather then aix*y “oninety days 
after the deaeeanee: Again, those responsible for actual civil and allie 
tary communications are dires ly involved. 


hie 
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Prase considerations involva a much wider area of overall natlonal, 
enor eLyy sieaias than tho intel inene APQR. 

Pre task force ia aware of the xeport by the President's Communiica- 
tion Policy Board, dated February 16, 1951 (Stewart Report). This was 4 
start on the study of the broad talecomunications problem to develop 
national policies with respe ot to effective woilization of radio frequen- 
cise, international radio goad wire communications, end relationship of | 
govexmman’t ‘to euvusyeiuiene vonmunications. Hosever, the emphasia appears 
to be on peacetime plenning for development of civil and governmen tai. com . 
munications» fhers is reed for more offective relationship of these - 
proposals to emergency conditions. 

‘The task force 49 also ayarve that a apecial advisory committes, cone 
. sisting of the Director of the Office of Dafense Mobilization, the Secre~ 
tary of State, end the Secrs tary of Defense, was charged by the President 
lash Noguet with producing inforration and recommendations on the broad 
field of U.S. tolecomumications by January 31, 1955. As a result, a 
wor ling party was designated by the Advisory Committee with broad objectives 
: sube tantially to gather information on the whole tele comunications prob~ 
. lem ond bring the Stewart report up to date. (Ho report has been mate in 
responie to ths January 31, 1955, deadline, and no new target date appears 


to have been 8° be) Tt seems that accomplishment of these broad cbhjectives 


.. would not cover the areas envisaged by the Intelligence Task Forces 


a 4 . 

Furthdr, the problem is highly complex «nd involves technical and opera= 
4 ; 

tional aspa cts requicing the consideration and recomendations of the 


most competent and experienced personnel available in both civil and mili- 
ary aciimunications operations. Members of tha presant working party do 
; 


ae 
Approved For Release 2005/04/225 ‘Gia. P86B00269R000900010001-0 


Fy 
: 


i AE SERIO EATS SETTLED IESE TE ITA, 


Approved For Release 2005/04/22 : CIA-RDP86B00269R000900010001-0 
TOP SECRET | 
not wapsar qualified to deal effectively with the problem set forth herein. 
Information avaliable at the tima of the survey indicated that no 
overall mithority has been ostablished at sufficiently mga level to 
deai with this problem within ths goverment departments end agencies, 
or between government end civil comuwiisabions agencies. Further, at 
this tine, there 43 no effective, coordinated guidance of cur great 
“So edyildan communications potential toward preparing to meet officially | 
established national emergency objectives. Such a situation 3 ‘riot good, 
Tb reflects tha feeling of most Americans over the years that ih can?t 
happen here," rather then a realization that in these days a major dis~ 
aster can and may happen in our country on very short nobiaes Lack of 
“firm , well-worked-out national plens » recognised mad known by shoss 
-yxagponsible for the operations, could sasily case a serious preakdewn 
in communications needed to support vital security oparations at a critical | 
period. This could directly ard advarsely affact importent intelligemecs 
 oparatdons o | 
\ In view of this situation, this special recommendation with respect. 
is to the effective planning for the utilisation of our communications~ _ 
‘ glentronics resources in time of naticnal emergency is incorporated in 


_jthis report. 
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ot Yno Chairnan, Gommisaion on Organization of the Executive 
Brench of the Govemmaont, Washington 25, Do G. May , 1955. 


ee) 


The task forea has reviewed with Interest Part 2 of APPSEDIZ a 
and concurs with the recommend ations containsd therein. Tha need for 
adopting the Special Recommendation is espscial.ly emphasized; this 
is believed to be of great importances - | 


Merk W. Clark, Chairman, 
Task Forze on Intelligence Activitias 
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ThEMS OF REFERENCE AND COMPOSTTION 
OF A PROFOSED 
THVELLIGENCE COMMUNICATIONS AND BLECTHONICS SUSCOMMITTEE (ICES) 
OF THE : ; 
COMBINED IMPELLIGENCE BOARD (CIS) 
‘Toms of Reference 
1. Review and produce recommendations to the Combined Intelligence 
Board (OTB) with respect to all communications md electronics proposals 
from intelligence activities wich provids for new facilities, eanipments, 
| additional personnel, etCo, over and ahoya what can be provided fron 
exis ting resources. fhe raylew to include aa a minimun consideration of 
_ ths original intelligence requirsments from which wns communications and 
electronics requirenents were established, ways end means rem the 
technical viewpoints that the demands might bs met. The recomendations 
should point out vhich of the essential demends can be met fran Seietice 
_ facilitics eid which should be aathoriged as additionai facilities. 
2. Raview operations and produce recommendations to the Ci8 or 
“furnish guidance diractly to operating agencies, to insure that the 
pandeneg to overemphasize special security facets in the communications 
and electronics areas is not producing unnecessary duplication of facili- 
ties and operations in peacetime which would grow +o completely unreaglistis 
figures in wartime, and ds not produsing a sys ten which may require cone 
‘gidarable readjustment of basic operaticnal peasticée at a oritical tins 
under the pressures of a war or major national emergency. 
3. Make such other technics] reviews of commmications md 
electronics onerations, plans, or projects related to intelligence as 
Central 
may be requested by the CI8, the Director of fIntelligence, or any 
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‘dopariment or intelligence agency head. 

1. Gonmanieations adviser to the Secretary of Defense. (Chairman). 

2, Director of tha Joint Communications-Elsctronics Committees of 
the Joint Chiefs of Staff. 

3. Specially qualified ad hoc members to deal with special com- 
munications end ele sérendee problems, a9 agraed by the CIS. They should 
not be members of an operational activity which has a active interest 
fin the subject under consideration. 

Heans to Accomplish Tasks 

1. To be assiated by qualified individuals or gees in tha govern- 
matt sarees >» as arranged by the CI with departments oY aganclies con= 
CAasNAG > | | 

2, Yo ba arvshorised spacial civilian consultants, as the subcome= 


mittee may requeat from time to tims to deal with special problems. 
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DISSEMINATION CONTROL AdBREVIATIONS 


NOFORN- Not Releasable to Foreign Nationals 
NOCONTRACT- Not Releasable to Contractors or 
Contractor/Consultants 


PROPIN- Caution-Proprietary Information Involved 

USIBONLY- USIB Departments Only 

ORCON- Dissemination and Extraction of Information 
Controlled by Originator 

REL... This Information has been Authorized for 
Release to... 
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